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Wadan 1 sruulianisuazlusunsuyszyne

ssuuUfTansuazlusunsulszendazinauaiioafunisseanisldaon v vy
spUUUURNIANY wazdoyanissesdu IPve veslusunsalszgndaneg Aldduiunimaaeu
shdeiiiaudsoaniiuaesidodendedufo naksanisldan IPve vessruuUfoRnisengg uasua
NINAFOUNITTOIFU IPV6 vadlusunsuuszendsingg

1.1 mseeAnsldeu IPv6 vasszuudfiinisaneg

N1569A1N15MEU 1PV6 U830z Uy URAN1SA99 gnuwdseanidu 3 ngusieiu ldun
Windows, Linux, mobile OS Iaan15¢ea1n1stdanuluiidail 15mesnelussuuniat1easfos
$995UNTMAUIANT IPV6

1.1.1  Windows

o (% . 1 IJ 1 v (Y] o w [ 1% = o ¥

d195U Windows wiseeanidu 2 ndumeiuniudidunisiauikasaueseadaiulunigld
Y nguLINAAe Windows XP uaz Windows 2003 Server d@aunguiiaesfie Windows 7 uaz
Windows 2008 Server

L miﬁyjﬂﬂlﬁ IPv6 UU Windows 2003 Server
Windows 2003 Server t{uszuuufianisdmfuidsnnesanlulassonyi ds
9aNUUUNLiENALNY Windows 2000 Server  Lilosanniladadausd a.e. 2003 Windows 2003
Server 3adfdlaisasiunsldon IPv6 ogsauysal uarlaildfads IPve lusruudfoanisiasdnlusa
ﬁqﬁ?ummﬁ%mué’fmmﬂ%mu IPv6 ;ﬂ%&ﬂuﬁaqam&ga IPv6 LiisLBusIEAWLeY (15U Windows XP
AfldnwalziuRen i)
m‘iaﬂ(;?ﬂ IPv6 UU LAN Interface 94949 Windows 2003 Server
- AN Start, nuAdnEen Control Panel, wazaurUaman Network Connections
~ PANY71 Local Area Connection shfilgvinisideuanefiseunann Router
Mnuadn Properties
- AN Install
- Adniden Protocol antiuman Add
- AanLden Microsoft TCP/IP version 6 Waaan OK
_ @dn Close Wiovnistuiinnisdsuntas
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B (0 Yew Fyvortes otk Advageed (b
O - O = F | Vsewrch Tirkes |15 0 X 9|3 sas
Agdress [ Netrecek Corractions 8 |

LAN or High Speed Internet

s Netwark (onnedtions M

[P ] 7y ] - Local Area Connection Propetise ‘ tl xl
Connected
i, MopORT) Geoml | Auhensication | Advenced |
- T
Weerd P AMD PONET F. x|
.
!—‘ | Norws Convmct richash i

Cick the Network Prctocal that pou wart 30 netall then chck OK. I you have
m ¥ a0 atalaton dek foe thes component, chck Have Disk.

S ALk PXUSPUNSEIS Compatbie Transpert Protocel

5 Rlakable Mudicast Protoced
G Thiz diver n digtaly sgred Hove Dk |
J ol oo weby e S & encoack
I™ Show icon in nosication ares when
¥ Notdy e when this connecion has o
0% I (el I
Histart] | & | & wtver omections_|[ 1 Local Area Connecti.. & 2asm

gﬂ‘ﬁ 1.1 aﬂf??\‘l Microsoft TCP/IP version 6 Ui Windows 2003 Server

' [
A4 a v o oY

- {IofnAsd5a Local Area Connection Properties agiiansalzatl

-L Local Area Connection Properties j’Jﬂ

General | Auhersication | Advanced |

Connect using:
[- AMD PCNET Famiy FCI Ethesnet Ad
Thas connection uses the following tems:

W 8 File and Printes Sharing for Microsoft Nehworks
o = Micrasofl TCPAP vession B
| %= Matwoek Monitor Driver

B

_

¥ %= Intemet Protocal [TCPAR | _l:I
3

|

r— Descrphion
Allows pour compates bo SCCEES resowces on & Microsoft
reebwork.

™ Show icon in notification area when connected
¥ Hotify me when this connection has lrted of no connectiity

Close | ool |

gﬂ‘ﬁ 1.2 Naﬁwéﬂﬁﬂﬂﬁiamﬁzd Microsoft TCP/IP version 6 Ui Windows 2003 Server

An9uial IPv6 Address wuu Manual
n156aAn IPv6 Address
- natJu Windows + R 9induagusingwiieng Run
~ i cmd iedalusunsu Command Prompt
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- dleusngwitheng Command Prompt Tsifiani netsh antfunaty ENTER

- fiaist interface ipv6 Antiunaty ENTER

- pnthufusisndasdieans udanatu ENTER ileiafadunisifia IPv6 Address

- add address interface="Local Area Connection" address="2001:db8:x:x::154”
store=persistent

*TIP: lunsdifilinsude interface 153uAds netsh interface show interface

nmand Prompt - netsh

5.2.37981]

radd address interface="Local Area Connection" addres
e=persistent

(%
v 1

E‘U‘ﬁ' 1.3 §49A1 IPv6 Address fng Command Prompt U1 Windows 2003 Server

ﬂﬁﬁgﬂﬁ’] IPv6 Interface
- WalUsnsu Command Prompt
- i netsh mﬂﬁ?uﬂmﬂu ENTER
- iU interface ipv6 mﬂﬂfuﬂﬂﬂm ENTER
- pnthufusisndaadieans udanatu ENTER ileiafadunissia Interface

- set interface interface="Local Area Connection" siteprefixlength=64

(%
LY

g‘d‘ﬁ 1.4 §13A1 IPV6 Interface A28 Command Prompt Ui Windows 2003 Server

n136eF1 Default Route w83 IPV6
- WalUsinsu Command Prompt
- WU netsh ﬁ]ﬂﬂ‘ljj‘IJﬂﬁﬂiJ ENTER
- N interface ipv6 ﬁ]’lﬂﬁ?umﬁm ENTER
- pnthufusisndaisdieans udanatu ENTER leiafadunisifiu Default Route
- add route prefix=:/0 interface="Local Area Connection"

nexthop="2001:db8:x:x::2" store=persistent

o+ Command Prompt - netsh

ft Window J 1
Copyright 19

¥
ipub radd route pr ::/8 dinterface="Local Area Connection" nex
! store=per: t

U7 1.5 73R IPv6 Default Route #98 Command Prompt Ul Windows 2003 Server
filonseususruuMsIevenasfmuifsiunsaaeugUnsalinTete
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n15@3A" DNS server address

- WalUsinsu Command Prompt

- i netsh f\]’]ﬂﬁ?ﬂﬂﬂﬂm ENTER

- PUn |nterface |pv6 ﬁ]ﬁﬂuumﬂﬂm ENTER

- GD’]ﬂ‘lJ‘lJW%JWﬂ’]ﬁQ@QGU’NﬁN LLa'JﬂWUZLI ENTER LW@LﬁﬁﬂﬁUﬂ’]iL‘WﬁJ DNS server

address

- add dnsservers "Local Area Connection" 2001:4860:4860::8888 index=1
*TIP: @un3aldiFnds show dnsservers iouaninadng DNS server address

- LAAINARNSNAIIINAIAT IPV6 AIUANES ipconfig

L miﬁyjﬂﬂlﬁ IPv6 UU Windows 2008 Server
Windows 2008 Server tduszuuujinisdmfuidsniesanlulasseny ds
aamwumﬂawmmu Windows 2003 Server a8 Windows 2008 Server Qﬂﬂ%’UU@ﬂﬁi@ﬁ%’U
IPV6 uazinda IPv6 unlnedalusii (@wdu Windows 7 Alldnwasiduiiontiv)

mié’i’j\‘iﬁﬁ IPv6 UUY LAN Interface 989 Windows 2008 Server
- AN Start, nuAdnden Control Panel, wazautUaman Network Connections
- AAnYI7 Local Area Connection ffiléivinisideuanefisesnann Router
Mniuadn Properties
_ paniden Internet Protocol version 6 (TCP/IPv6) 21ntumdn Properties
- AanLden Use the following IPv6 addresses
%84 IPv6 address: 'iz‘lgL“fJu 2001:db8:x:x::154 (IPv6 address igiaanis)
o4 Subnet prefix length: szydu 64
%84 Default Gateway: ﬁzul:flu 2001:db8:x:x::2 (IPv6 address U84
AT LADS)
- anLden Use the following DNS server addresses
%84 Preferred DNS server: 'iz‘qt,‘fJu 2001:4860:4860::8888 (Google
Public DNS)
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Internet Protocol Verson 6 (TP IPvs) Properties : 2=

Gl |

You) €N get TPV satangs ansioned Sutarsascally H your network supparts thes capabdny
Ohorvtie, you sced % ask your nebwark adrirntysloe S the appropriate 198 setings.

[ o Mheos ARTIE1ANGS POHE Gigabt [

™ Dbtan an IPvE addrecs sutomatoally

Tels comacton e e ulvaing oo B Lie the folewns Iv6 sddress:

2 SOt Nmak: Erberce PG acddwas: (357 I
B Vil Bex Brages Netwarking Dever
“’ GRS Packnt Sched s Subret prafc engts: I-:l
v 'F Prroer S foe N N
| Sife e b Defmst gatrnay: [0 —
| ¥ temet Frotacet Veson § (TCRARVG)
| ¥ . temet Srctocs Vemon & (TCRAPW
| M a LrkLayer Topokogy Dcgeay Moo © . 24 g
['l  Lise the folowrg DNS server addressex
Prefected DN sarves: [ 2001:4960:4350: 2333
Destrgton = Nyt ThS garver: { 2001:4360:4900: 0344
TCPAF varson 6 The lates wevson ol fa i
L prewdies COTUMCEion S00as dearse &
ratwarks I valcats settings wpon e Adeanced ..

[ o ] cwed |

g‘dﬁ 1.6 é;}yj 9@ IPV6 @%5U LAN Interface vy Windows 2008 Server

1.1.2 Linux

13 Linux SufussuuufRnisuuu open source  ynauannsatildaues linux 114
N, Wik, wazkandnglaegnaas %aﬁamama%m%ﬁm%’ﬂ%ﬁﬂuﬁmﬁmﬂumLsi’héhaﬁu
ludnwaziuuiining  Linux gnuiuugeliseasu IPvé liegnasamsa wildn Linux asdidedu
wannwiane Distribution  uskdaiildmdrendedu duiulutdeisztiauenisseinnisldau 1P
Yy Ubuntu Desktop 14.04

N1599A IPv6 Ul Ubuntu Desktop @nansavilaaesisnisaaeiu 35asusniduiuu GUI
dnAamsfigoaduuuy Command Line dwideiisdseazdonssioluil

® nsieAn IPv6 Ul Ubuntu Desktop WU GUI
- AANYBY Search WAIAUMIAIIN network connections AzUsINYLUTUNTU Network
Connections 91ntudalusingy

(-} [ B «) 208AM {i

@ <|® network connections Filter results »

fii Applications

Network Connections

gﬂﬁ 1.7 {WUalusunsu Network Connections U1 Ubuntu Desktop

- AanLaen Wired Connection 1 walnan Edit
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Network Connections

Name Last Used

v Ethernet

Wired connection 1
Authenticate to edit the selected connection

JUN 1.8 158N Interface @ wsussr1ul Ubuntu Desktop

- ABNUMU IPV6 Setting Iniiutden Method: Manual wdansendeyasieluil
n¥rntunn Save Wotufindoya
Y93 Address: 53yilu 2001:db8:x:x::154 (IPv6 address Mifesns)
o4 Prefix: szyidu 64
09 Gateway: 5vUslu 2001:db8:x:x::2 (IPv6 address 101
NAELSIADS)
%94 DNS servers: ‘J%QL%‘U 2001:4860:4860::8888 (Google Public DNS)

Editing Wired connection 1

Connection name: | [IiSoRaeiN TSR]

General Ethernet 802.1x Security IPv4 Settings @ IPv6 Settings

Method: | Manual v

Addresses

Address Prefix Gateway Add

2001:c38:9048:2::154 64 2001:c38:9048:2::2

Delete

DNS servers: [ 2001:4860:4860::8888]

Search domains: |
[") Require IPv6 addressing for this connection to complete

Routes...

Cancel Save...

[
v 1

gﬂ‘ﬁ 1.9 #3A1 IPv6 d93U LAN Interface Uu Ubuntu Desktop

® mssiern IPV6 UL Ubuntu Desktop #11 Command Line
- pANYeY Search udIFUINATI terminal AwUsINglUTUNTI Terminal aniuda
TUsunsu Terminal wéaRuiedssioluil
Sservice network-manager stop @Wnlusunsu Network Connection)

Sifdown eth0 (Um interface eth0)

ANEN1TAUTUTEUUMIMEVEnBIRANSALITUN AdeUgUNSalAT 8 Y1Y
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Svi /etc/network/interface (%971 interface TaeiuUssnmlUd)

iface ethQ inet6 static
address 2001:db8:x:x::154

netmask 64
gateway 2001:db8:x:x::2
Sifup eth0 (s interface eth0)
Svi /etc/resolv.conf (é}é«ﬂi’l DNS server address Tngiinussiin

folul)

nameserver 2001:4860:4860::8888

- LARINASNSNAIINGIAT IPV6 AIEAIES ifconfig

1.1.3 Mobile OS
Mobile 0S turfunguszuuufiRnmsdinivamiving Fauvseanidu 3 nqudretu 1éud
android, i0S waz Windows phone @ 5u Mobile 0S Huflnsdanegiainaneiesosunsld
a0 1Pv6 warannsaldouldsaluiilaglisndufesdiinfiuiy  wiszuulioinsarsessu
Pv6 st Mobile OS flaifl GUI dwiuldiiedn IPv6 wuu Manual Bniadauansuaud IPva Wiy
framnt mingldnudesnismaudoya IPve veudodieilien  glésuludesdadlsunsy
Fusindsniandy
® android
TUsunsuduAsetnedmdu android Svannuanslusunsudaety weilufiuuzils
T#lUsunsudie Network Tools 484 Hurricane Electric 1losnnifulusunsuigaauifivarnuates
enf0g19U DNS, Ping, Traceroute, TCP port scan wag whois  d1msunslidaulusunsuiie
ATIRERUINEIY IPV6 TilaSuiinereluil

- 1Un play store 1d0n Application 9MNUUAURIATIN he network tool kaIAAGT

TUsWNSY

% @ -5 58% K} 16:43

(=

< he network tool

Apps 4

1. he.net - Network Tools
Hurricane Electric, LLC
Jo kK

& INSTALLED

ﬂ 2. Network Speed Booster

Alportela Labs

b .8 8
FREE

(%
%

’gﬂﬁl 1.10 #ne9 Network Tools Ul Android
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- Waluswknsy Network Tools  watd8n Dashboard aglanaansaamaluil

HE.NET

Network Tools

~M Dashboard
ARP

Bonjour Browser
Device Manager
DNS

Interface Information

IP Calculator

gﬂ‘ﬁl 1.11 iy Dashboard 999kU5wN54 Network Tools Ul Android

& . ] ° a v v & as
- La9n Interface Information IU‘ELLﬂillﬂf\]SVI’Wﬂ’WiLLﬂWQiWElaﬁLE]S@‘UE]iJuaﬂWULUWL’Jiﬂ

gonun (Funnsneazidenved Interface: wlan0 ududoya wireless)
= Interface Information :

Broadcast
192.168.1.255

Private
192.168.1.104

Sub-TLA

2001

Link-Local

fes0:: I

JUT 1.12 swaziendayanuilaisnainlusunsy Network Tools U Android

® i0OS
TUsunsu Network Tools 489 Hurricane Electric Afliasdudinsu oS wuideniu
Tnonsldulusunsu Network Tools Wiensiaaaumneias IPve 7ilasufindresuly android
- Unluswnsy Network Tools  w&aLden Interface Information  MUswnsunagsinnig

memaaz@awﬁazﬂaéﬁuLﬁmﬁ%ﬂaaﬂm
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iPad =

(@  HE.NET Network Tools

ARP / ND

Bonjour Browser
DNS

Interface Information
IP Calculator

Iperf2

Iperf3

MAC Browser
Netstat

Ping

Ping Sweep

Port Scan

SSL/TLS Information
Traceroute

WHOIS

Interface Information

AWDLO (APPLE WIRELESS DIRECT LINK)
feSO::_

ENO (WI-FI) SSID: IPV6CENTER

fe80:

2001

2001
192.168.1.117/24
LOO (LOOPBACK)
:1/128
127.0.0.1/8

fe80::1/64

U7 1.13 Mwazdeadoyaduiilnisnainlusunsy Network Tools uu iOS

® \Vindows Phone

TUsunsy Network

Tools %849 Hurricane Electric lufinasdudnsu Windows

Phone  dw3u Windows Phone 3sldlusunsy IP address Litowanadaya IPv6 fildsuuny lay

NAANFAINIUSWASY IP address Hnasaldil

IP Address

Internet

IPv6Center
Local 2001
Address

External undefined
Address

IPv6Center

Local Address
External Address

192.168.1.103

&

JUT 1.14 swandeadayasuinisnainlusunsy IP Address uu Windows Phone
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1.2

N1SNAFAUNISIR95U IPv6 vaslusunsuussend

N13583950 IPv6 aasldsunsulszyndlannaoulusunsuysseniviadiuved Desktop has

L2

Mobile Taglusunsuuszandiignnaaeuilulusunsunionldaruialy wu Browser, Online

Storage, Mail Client Wag Anti-virus

I1UALLDYAVDINANITNAGBUNITIDISU IPV6 UoslUusUunTY

UszenAd113u Desktop LAAIAINITINT 1.1 LAZIIHAZLDYAVDINANITNAADUNITIOITU IPV6 V09

]

TUsunsuUszanddmsu Mobile wanIRam15e9 1.2

M1599 1.1 HaN1SVAEEUNITIOISU IPV6 veslusunsuuseenddmsy Desktop

Windows 7 Window 8 MacBook OSx
Application
Dual-stack | Native IPv6 | Dual-Stack | Native IPv6 | Dual-Stack | Native IPv6
Browser

Chrome @ @ @ @ @ @
Version 32.0.1700 32.0.1700 41.0.2272 41.0.2272 41.0.2272 41.0.2272
Firefox @ @ @ @ @ @
Version 30.0 30.0 37.0 37.0 34.0.5 34.0.5
Safari - - - - @ @
Version - - - - 8.0.4 8.0.4
E < < < < : :
Version 8.0.7601 8.0.7601 11.0.7 11.0.7 - -

Online Storage

Dropbox @ @ @ @ @ @

Version 3.29 329 329 329 346 3.4.6

Drive V] V] V] V] < (%)

Version 1.17 1.17 1.2 1.2 1.21 1.21
Mail Client

Mail(Default)

Version - - - - 8.2 8.2
Thunderbird @ @ @ @ - -
Version 31.5.10 31.5.10 31.5.10 31.5.10 - -
Outlook QD QD QD QD - _
Version 2010 2010 2007 2007 - -
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M15NN 1.1 WaN1SVAARUNITIRITY IPV6 vadlusunsuuseenadmsu Desktop (5i9)

Windows 7 Window 8 MacBook OSx
Application
Dual-stack | Native IPv6 | Dual-Stack | Native IPv6 | Dual-Stack | Native IPv6

Anti-virus

Avira @ @ @ @ - -

Version 1.1.34 1.1.34 15.0.8 15.0.8 - -

Avast @ @ @ @ - -

Version 2015.10.2 2015.10.2 2015.10.2 2015.10.2 - -

Ave < < < < : :

Version 2015.0.5863 | 2015.0.5863 | 2015.0.5863 | 2015.0.5863 - -

McAfee - - @ @ _ _

Version - - 12.8.397 12.8.397 - -
Messaging

Line < (% < (% < (%

Version 4.0.0.278 4.0.0.278 4.0.0.278 4.0.0.278 3.9.1 3.9.1

P3N 1.2 NaN1SVRADUN13IRSY IPV6 vaalusunsuuseenddmsu Mobile

Android Apple iOS Windows Phone
Application
Dual-stack | Native IPv6 | Dual-Stack | Native IPv6 | Dual-Stack | Native IPv6

Browser

Chrome @ @ @ @ i i

Version 39.0.2171.93 | 39.0.2171.93 | 41.0.2272.56 | 41.0.2272.56 - -

Firefox @ @ - - - -

Version 36.0.2 36.0.2 - - : .

Safari - - @ @ - -

Version - - 600.14 600.14 - -

G : - - - © | ©

Version - - - - unknown unknown

Online Storage

Dropbox @ @ @ @ @ @
Version 2.4.9.00 2.4.9.00 3.8 3.8 unknown unknown
Drive @ @ @ @ - -
Version 2.1.495.05.74 | 2.1.495.05.74 | 3.4.34149 3.4.34149 - -
vjﬁammm;lﬁwun’1i;hsmaﬂaqﬁmmjﬂﬁ&nﬁumwmaauqﬂmzﬂm?aﬂiw
lasesnsdnnvsneitedis Ui sinnisuasaniiunuresguduszauanuuagUjuanig IPvé 11




MITNN 1.2 NaNISVAEDUN1TTRSY IPV6 vadlusunsuussenddmiu Mobile (si9)

Android Apple iOS Windows Phone
Application
Dual-stack | Native IPv6 | Dual-Stack | Native IPv6 | Dual-Stack | Native IPv6

Mail Client

Mail(Default) @ @ @ @ @ @

Version 1.7.0 1.7.0 unknown unknown *outlook *outlook

Gmail @ @ @ @ - -

Version 5.0.1 5.0.1 4 4 - -

Outlook @ @ - - @ @

Version 7.8.2.12 7.8.2.12 - - unknown unknown
Anti-virus

Avast @ @ - - - .

Version 4.0.7880 4.0.7880 - -

v ) ) - : : -

Version 4.3 4.3 - - - -

McAfee @ @ - - - -

Version 4.3.1.616 4.3.1.616 - - - .
Messaging

) ) ) ) Q) Q

Version 5.0.2 5.0.2 1.0.0 1.0.0 unknown unknown

1.2.1

TUsunsuuanuli§aluu corporate

ANSNAFBUNIS5095U IPV6 vaslusunsuuanulidauuy corporate

Qoullud 1 nSUNUIgNUSEAUBIANT TIALLUINT

qﬂmaﬂaamﬂu 2 d@ruseiu lawA Anti-virus Server tag Anti-virus Client (Endpoint) lag Anti-

virus - Server agmagdniangudeyalifaaindliuinis wenanntudinesnTivdeukartuiintoya

1135910 Anti-virus Client sazdrglvigpuaiasodignsuiaienaiuainlifalaegwiuiaed - Anti-

virus Server §9811150/1MUANISVN9IUVBY Anti-virus Client U A3a1n15wanulisa wagdwen

giuteyabida Wudu  Wesmnnmisveaeulusunsuuanulifauuy corporate Aautndldiiaiuazdl

Uy tAeaniu licensing

(Eset Remote Administrator)
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n1sAAAYLUSLNSY Eset Remote Administrator
G

Her ESET Remote Administrator Setup

REMOTE
ADMINISTRATOR

The setup wizard will install ESET Remote Administrator components and their
dependencies. During the installation the appropriate setup wizards will appear.

Please select the product to install on this machine

Remote Administrator Server

This Remote Administrator Server is the component which all
administrated machines connect to.

®©

Remote Administrator Proxy
The Proxy allows more clients to connect to one server instance.

Language English

sUfl 1.15 Sunounisinda ESET Remote Administrator (1)
e

CHer Select components to install

REMOTE
ADMINISTRATOR

[“IRemote Administrator Server
[/ Remote Administrator Agent
] Mobile Device Manager

[V Microsoft SQL Server Express

[Vl Webconsole

| Apache Tomcat
[V ESET Rogue Detection Sensor

[CJApache HTTP Proxy

Back Install Cancel
2
U

3111'71' 1.16 funounisfinis ESET Remote Administrator (2)

AilenseususEUUNMIIENenRIRANUIRgITuNIAeUgUnNIailATeUY
lasnsuenUinuifietisumsinnsuazaidunuveguiUssaunuas Ui uinig IPve
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CHer Installation in progress

REMOTE
ADMINISTRATOR

\/ Microsoft SOL Server Express
«  Remote Administrator Server
Remote Administrator Agent
Apache Tomcat
Webconsole

ESET Rogue Detection Sensor

U 1.17 Gumaunsinaa ESET Remote Administrator (3)

Certificate information
Please enter common certificate information below,
Organizational unit: |15
Organization: |ipu5center
Locality: I—
State [ Country: I_ -
Certificate validity: * |1u Years
Autherity common name: * ISeruer Certification Authority
Autharity password: | I
*required fields [ Back ]l Mext I [ Cancel ]

¥
1Y

gth?i 1.18 TUNBUNISAAAY ESET Remote Administrator (4)
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ESET Remote Administrator Setup

CEer Installation successful

REMOTE
ADMINISTRATOR

./ ESET Remote Administrator Server installation
was successful.

The Webconscle is available on this address:
https://192.168.1.144:8443 /era

U 1.19 JuneunsinAa ESET Remote Administrator (5)

NAANSNISNAFBUNISITIU IPV6
FSET Remote Administrator WulUsATULUY web-base #9919USN1590 03 UkazUSN15UD9

Tusunsuanuligasr1eisesu IPv6  1asa1nn ng19anaidunisnaasuusn1sue i uLas LanINanis

11974289 ESET Remote Administrator Uy IPv6 native

j@ ESET Remote Administrator x\+
€ ) & nttps/12001:35 R =2/ <2/ vebconsole/ el Q s

Administrator [F] LOG INTO DOMAIN

English E}

[¥] ALLOW SESSION IN MULTIPLE TABS

gﬂ‘ﬁ 1.20 N15k97U ESET Remote Administrator a28 IPv6
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y -
| @ ESET Remote Administrator x| 4+

118443/ era/webconsole/#id= CLIENTS c||Q s wBe ¥ i
AOTE ADMINISTR A

ipvb-pc - Details

NETWORK ADAPTERS

Name : Intel(R) PRO/1000 MT Desktop Adapter
IPvi : 2001

MAC: 08-00-27-13-E4 98

Subnet : 2001

Name : Intel(R) PRO/1000 MT Desktop Adapter
IPvG : 2001

MAC: 08-00-27-13-E4 98

subnet : 2001 S

Name : Intel(R) PRO/1000 MT Desktop Adapter
1PV 1 2001 I
MAC:; 06-00-27-13-E4-98

Subnet : 2001

Name : Intel(R) PRO/1000 MT Desktop Adapter
1pv6 : fec0:

MAC: 08-00-27-13-E4-98

Subnet : feB0:

DEVICE IDENTIFIERS

Type : Serial number
Value: 0

CLOSE TASKS v

gﬂﬁ 1.21 hAMINANITINIUYBY ESET Remote Administrator Ui IPv6 native
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Wated 2 NAT64 & DNS64

2.1 annuduasngeiiieidas
u

STUUWoUABNUAINGN9E IPV6 (IPv6 Gateway) Minauslualatilaneeuuiulsadednina

o/

19 q lumsuiuddeuesetneain IPva g IPve 7illeg lnwendessuuideusion1udinatsd IPvé

o w ) A

(IPv6 Gateway) vinnsuiastulefisening IPva fu IPve wasidrnauiannelanagounisiaaiuain

|

\A30918 AduAnNIaY IPv6 address (IPv6 Native) vinisulasiuluddumesidamdu 1Pva Tu
Uagtuiiieldau Application si1e 9 lnefigldau Lisndusemsuindaguldldinsetieqidu 1Pve
Native 8¢ BeszuuilanansaseaiuynszuulfiRnisianansasessu IPv6

NsAnredeaNTINIASeTY IPv6  lUSuATRYIY IPV4 ’HUSEUUDRNABNIUAINAE IPV6
(IPv6 Gateway) Jun1511 DNS64 191l wietaelunisuuas Domain name 210 IPva records U
\Ju IPv6 records uawazyiin1s Address Mapping tnanisuuas IPva Tidugunuuresangiu 16
a1ty map i prefix fuyn IPv6 address Faviliszuuidausienufinatsd IPv6 aunsavin

- o = R v A o g v A ' a

nsuUawiiniiaiedaludunsasuatenislaegagnaes Ndieviliiasesgniteaniasedne IPv6
aunsofadeluduniasuivieiieglunietie IPvd  laedldaulddndudemsiunisaseaila 9
LAY

Preserve IPv4

a9y IPva address Bsfidrurudndrviuimun IP address  d1uau 32 On anunsaiiaz
Trusnnsliuseana 4.29 Wuduvaneiay sliifisameserudeanislutiagtudnsiely iosain
mudean1sidaudumefidadifiuanniusgrseiies Saldinmswauimaiame wWeflagsild
IPvd address anusavenensidausoludnldidendn “Preserve IPva” Zaifhogramnaiiafsioluil

- NAT44 Wumadadldrulutagdu Ae fliusnsavdnass Public IP Tudmniieausig 9
wdrnelufld Private IP address lisndudioadiugunsaiBufiumfuumisnsisddosdaludomos
$13U sessions F1iinidlofinnsyin NAT

- NAT444 33n15% ALUSN39Ednass Private IP lullnuase unun1sdnass Public IP U
Tegnaluiagiu lnednesdnslasianis Public IP Arsednassivlidusessdnsiy

- Address plus port (A+P) 1Ju337inanideenisld NAT fe HIiUSNsavdnassvangian P
address wasiRsituludilnunsiiag lnefiaetvun gramuieavwes port ﬁLLﬁiazIMumvaﬁ%’U%ga
wane19iuly fesld Port Range Router NAT waile End host ffu Service provider sty ICMP
message AawlinTslatayatismaneiay port faufifundily wsizaiely ICMP message Tuifivas
Tanunata port vl Application UNNAFRBINISIEU port ﬂmwﬁaguaﬂﬂbmmmaﬁu port 9zl
nulale

IPv4/IPv6 migration and transition techniques
nsUsullasunisidsuselulAsadedumasiinain IPva Ty IPve Tdarunsavinlaadng

v a v

= & g v | v v A | v v = Y a A
‘LWl‘V]‘L!I@ Lu@ﬂ%']ﬂLﬂi@GU']EJV]éLGU\ﬂUQQ m.{]‘UQUUSQL%@NWBﬂu@IUS IPva4 %Q%Wﬂﬁﬂ%Uimimi%w
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Aosnsiagdsulssszuulisessumsldau IPve Adndufimediasneefizdeliaiotneausoiiay
U313 IPv6 wigldusnislésandn “IPvé transition” Tag IPv6 Transition azuuseanidu 3 wadia
nanq laun Dual stack, Translation wag Tunneling

Translation

- NAT-PT lumsuassiumisiieguutadetne (Network Address Translation) Adnerfuiil
Tu IPva uslFifiauseAnsainlunisvieu Taewfiunissi Protocol Translation duunfae dlu
g msldau NAT-PT  Fodndumumisgavneiaegldlumsdiiunsuds Wesaniinadenie
159 AfUsE AV AN

—AdchessFanMy'ﬂanﬂaﬁon(AFT)ﬁaﬂTnﬂﬁau header Lagvinvae address (IPv4, IPv6)
1 IP packet Gunafiaves AFT ﬁﬁagj 2 F3méne Jefifenisvi NAT6E wio NATAG

- Dual-Stack Lite (DS-Lite) 1¥mdnn1sn1591 tunneling unldiiteiazsininis encapsulation
IPva packet §78 IPv6 packet #99z138nn15Anlun1siduiin “IPvaindPve”  Tunnel 8Nas
szvsgunsaiilanandvesildan fugunsaiveadliiuinisdanisaine tunnel azadrasiiu ISP core
network ilsn18Tu ISP core network laifianudnfuiagdodddam IPva address Tunsldau iile
fin3 encapsulation ipvéd packet wdddwnfsanenieves tunnel  guUnsalveliuinIsNazeos
¥1n15 decapsulation Wiolild IPva packet ndutn  ueikilesan DS-lite Fwusly IPva address
dmsufldaudu private IPva address iy Tseanuuulviiinngi NAT witeflagvinlianunsnds
IPva packet Kana1ud1g IPva intemet T8 uin13vi1 NAT wa3nszuauntg DS-lite Hulsianunse
anflunisiaeldiieanAdeyavas inside IPv4 source address + port fiu outside IPv4 source
address + port I# 109970 IPva vasflduusiazauonainistdeutuililianmsossynduly
Hauanemsiigniedld wazdsnndouaas IPv6 address wosilafléann  Faduniavin NAT wos
N32UIUNNT DS-lite edpsiinistufintoyavas IPv6 address vosgldanutnlume

Tunneling

- 6tod unalnmsasundamnedumesidndmiunisusuasuan Pva g IPv6 B3 6tod
9309 IPv6 packets gnasnu IPva network tagliidndudesfimuadiglusd (tunnel) o819
Fonau TnefdflnesSiadfiavazinnsnisidessedearssenituaiotns 6tod fuiA3etne native
Pv6 msimun IPv6 I¥nsieindnludigedenis 64 Sadmiulea wazdn 64 dndmsuiiaiidn
syl 128 90 Ineiidiseazdendisil 16 Sausniie IPv6 prefix FegnimumAnu 2002: Nt 32
Jndounfe IPva address wagdn 16 Snaavneazgnidenuuugalaeismes elismiudu 64 On
dufividedn 64 Gadefifle IPv6 host duaggnrinmualiflidnfudiiotusutudu IPve fiawuysel

- IPv6 rapid deployment (6rd) 1uwadian1s¥i tunneling a1ga Wwumean 6tod lnas
Jun1s tunneling LUy auto 1ag ISP @1m1sald IPv6 prefix address Uesiatadld uwnunisly Prefix
fiy ( 2002:/16) iy 6tod ylrEauaTzUVAINTaRMUA domain U84 IPVA address Aian3n5a
Tauld uaranunsngnenugunsdanisnisimuaduns (routing) faviunues 6rd Talnemss duwa
Tanunsafiasudledymdunisiivuadunis (routing) wazaiunsaldausiudu PrivatelPva
address 161
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6RD domain azUsznaudie 2 dvu Fefide 6RD Customer Edge ez 6RD Border Relay
Tnedl IPv6 packet fignvieviudie IPva packet azgnasluansening 6RD CEs uag 6RD BRs 7log]
anelurdedrsvesilviuinis Taedl IPv6 packet fvzaunsalAunianiiu 6RD BR leAazilianiz
winifaflesiiumeeenludineusnieietis visufindinfiiumadiuanedetisneuenvinty

N¥UIUNT 6RD 98¥NN15UUS IPV6 address ontlu 3 d@rundane lawn 6RD delegated
prefix, subnet ID Wag interface 1D Gﬁﬂﬁiwmuﬁmﬁgﬂﬁmumlul,t,aiazduummmﬂ%’uLﬁmﬁw%am
$ruruasfldtuegiunninlutssgndtunisidau wilneildnasdmuelfsiuiudadmiu
interface ID fiAAsiivinfu 64 On ludinwes 6RD delesated prefix azuigasoanidu 2 du ffe
6RD prefix way IPv4 address 3sluduues 6rd prefix 2214 IPv6 network Yo liuIn1g wazludiu
IPvd address Tu 6RD delegated prefix fldsndugosldsruiudniionanaan IPva address Wiy
32 Jmanewiiouiiu 6tod g1z 6RD @11130%1115 encode IPv4 address iiioansuiudndiagld
wansA IPv4 address asld 1agn1511n15 encode %ﬁmumaﬁ’wuauﬁmﬁgﬂﬁ@ﬁqdau WaIINTg
fnundlifuudazdniigndnesnly diusrurudaindedayldidu IPva address 109 6rd
delegated prefix vinlstanmnsadugiuszninsavessruudniigndmeenly wazarlu IPva address
99 6rd delegated prefix tlosmndunidu IPva address fignéas deimaiaainly 6rd annsod
A USUUAINITINGTT IPV6 1AD81IMaINMANY LAzl zaniunIsItauYeIuAazLA3 o

- IPv Residual Deployment (4rd) \un15vi tunneling \efiazlii 1Pva packet anunsad

9zd3lU IPv6 network 1aun 1511 IPva packet 119199618 IPv6 packet Faidunszuiunisi

[V VI V]

nduiuiy 6RD Lilosann 4RD deanisannislden IPva nneluiededreltiosiign laedfigunsal
iwevnefiegnielu core network Aliidduivgiesdl IPva address w1z IPva packet axgnviosiy
agjmaiu IPv6 packet \larinu core network ¥il# core network Ta1uianig 1Pv6 protocol A
lganeuda vinligunsailudiu core network 3siinsUszananaanas Lilesanyinisuseaana
WA IPv6 protocol

arD fafumailafidadu Draft og uili33 automatic Mapping WU stateless 531319
IPv6 AU IPv4 naTinagaananu DS-Lite waliidinasly LSN (large-scale NAT)

- Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) Ou IPv6 transition #il4
dmsuragliaiesiisoinisldau IPv6 address aunsalda IP wuu Dual-Stack 14 Ingldwdnnns
13 encapsulation IPv6 packet aslu IPva packet wiodanuia3etie IPva 39 ISATAP Tdnnsadna
tunnel LWUU automatic tunneling fisesfuiinsideuseuuy host-to-host, host-to-router Lag
router-to-host  8n1a ISATAP Feanunsaldsruldshe Public IPva wag Private IPva  d1n3u
druusznouiigeddluaiisnsideusenuu ISATAP i 3 @uldun ISATAP host, ISATAP router Wag
DNS server lagfl ISATAP host AeiA3esiidosn1sldaru IPv6 ¢ ISATAP Tludau ISATAP router
Wunileuru default gateway @1%15U logical subnet ¥4 IPv6 prefix i uaz DNS server 9z
W32y ISATAP router WU ISATAP host

N19A1MUA IPV6 @130 ISATAP agnuualu ISATAP interface_identifier::0:5EFE:w.x.y.z
R W.X.Y.Z ffe private IPv4 address %30 interface identifier:200:5EFE:w.x.y.z R W.X.Y.Z fife
public IPv4 address 3in 15 MunA1ves U bit Wuluanugvuuuves EU64 Taefian

ISATAP interface_identifier agiumfimuununndnsuldeu Logical Subnet @edlanvindy 64
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Tn waifu IPv6 orefix fivzrmualidmsu logical subnet AavanunsarmuaveulwanIsideureves
ISATAP 18 Tnemnrsmualifldl 1Pve prefix tu link-local (FE80:/64) e unique local fiazidouse
iy 1Pv6 Tenanizly Intranet windu wanansanualdld 1Pve prefix LU global prefixes faz
ansoldideusetuniets IPv6 uqld

22 n1sAnRe NAT64 uas DNS64

ServerFarm
NAT64 DNS64
- g o 4
4 IPvSCemer
2001 I
3?64
IPv6 Internet j_}e = Du%Stack
sz ) =i " '7IP
Switch ati v6
Router
NATE4 route /j _
ipve route
2001 I /o6 = - m
2001 : I r ¢
e/ BT |Py6-Native
NoteBook Computer

JUN 2.1 Fend taysa dmsuntadlefilundusening IPv6 <-> IPv4

N199" package flavAnds

Ssudo apt-cache search tayga
ARETIT package

Ssudo apt-get install tayga
whlvlnameuin tayea

Ssudo vi /etc/default/tayga
whlulnamauiindmsuldau

Ssudo vi /etc/tayga.conf

tun-device nat64

ipvd-addr 192.168.255.1

prefix 2001:db8:x:x:ffff::/96
dynamic-pool 192.168.255.0/24
data-dir /var/spool/tayga
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nMssulusunsy tayga

Ssudo /etc/init.d/tayga restart

nsasvaeula log Manunsasunsely
Ssudo tail -n 50 /var/log/messages
Ssudo tail -n 50 /var/log/syslog
Ssudo ps aux | grep tayga
Ssudo ip addr add 192.168.255.1 dev nat64
Ssudo ip addr add 2001:db8:x:x::1 dev naté4
Ssudo ip route add 192.168.255.0/24 dev nat64
Ssudo ip route add 2001:db8:x:x:ffff::/96 dev nat64

n1sAnna DNS64
19 bind9 Tunns¥ DNS64
Ssudo apt-get install bind9

i config Wl

sudo Vi /etc/bind/conf/named.conf.options

dnsé4 2001:db8:x:x:ffff::/96 {
clients { any; };

%

Ssudo service bind9 restart

A5wALY dns U89 host client

Ssudo vi /etc/resolv.conf

nameserver 2001:db8:x::3

N19 config router
19l4 route ¥049 nat6d
ipv6 route 2001:db8:x:x:FFFF::/96 2001:db8:x::2
ipv6 route 2001:db8:x:x::/64 2001:db8:x::2
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2.3 Magau NAT64 was DNS64
Sping6 2001:db8:x:x:ffff::192.168.255.1

ping6 2001:db8:x:x:ffff::192.168.255.1

PING 2001:db8:x:x:ffff::192.168.255.1(2001:db8:x:x:fff:0:c0a8:ff01) 56 data bytes
64 bytes from 2001:db8:x:x:ffff:0:c0a8:ff01: icmp_seqg=1 ttl=64 time=0.068 ms
64 bytes from 2001:db8:x:x:ffff:0:c0a8:ff01: icmp_seq=2 ttl=64 time=0.099 ms
64 bytes from 2001:db8:x:x:ffff:0:c0a8:ff01: icmp_seq=3 ttl=64 time=0.095 ms

Stelnet www.sanook.com 80

Trying 2001:db8:x:x:ffff:0:cb97:81a2...
Connected to www.gslb.sanook.com.

Escape character is 'AJ'.

Sdig www.sanook.com aaaa

www.sanook.com. 169 IN CNAME  www.gslb.sanook.com.
www.gslb.sanook.com. 76 IN AAAA  2001:db8:x:x:ffff:0:cb97:82e2
914984

1. http//www.slideshare.net/max_posedon/ipvé-at-home?qid=f3b8c3f5-90e6-4687-be38-
17f4d2437a8d&v=default&b=&from search=6

2. http//www.queret.net/bloe/2011/11/internet-sans-ipv4-...-le-nat64

Configuration File

Config NAT64
vi /etc/tayga.conf

tun-device nat64

ipvd-addr 192.168.255.1

prefix 2001:db8:x:x:ffff::/96
dynamic-pool 192.168.255.0/24
data-dir /var/spool/tayga
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http://www.slideshare.net/max_posedon/ipv6-at-home?qid=f3b8c3f5-90e6-4687-be38-17f4d2437a8d&v=default&b=&from_search=6
http://www.slideshare.net/max_posedon/ipv6-at-home?qid=f3b8c3f5-90e6-4687-be38-17f4d2437a8d&v=default&b=&from_search=6
http://www.queret.net/blog/2011/11/internet-sans-ipv4-…-le-nat64/

Config DNS64

vi /etc/bind/conf/name.conf.option

options {

//tong directory "/var/cache/bind",

directory "/data/named";

// If there is a firewall between you and nameservers you want
// to talk to, you may need to fix the firewall to allow multiple
// ports to talk. See http://www.kb.cert.org/vuls/id/800113

// If your ISP provided one or more IP addresses for stable

// nameservers, you probably want to use them as forwarders.

// Uncomment the following block, and insert the addresses replacing
// the all-0's placeholder.

forwarders {

2001:4860:4860::8888;
2001:4860:4860::8844;

// If BIND logs error messages about the root key being expired,

// you will need to update your keys. See https://www.isc.org/bind-keys

dnssec-validation auto;

# query range you allow
allow-query { any; };

allow-query-cache { any; }

# the range to transfer zone files

allow-transfer { any; };

# recursion range you allow
recursion yes;
# allow-recursion { any; };
auth-nxdomain no;  # conform to RFC1035
listen-on-v6 { any; };
dns64 2001:db8:x:x:ffff::/96 {

clients { any; };

ANEN1TAUTUTEUUMIMEVEnBIRANSALITUN AdeUgUNSalAT 8 Y1Y

lasesnsdnnvsneitedis Ui sinnisuasaniiunuresguduszauanuuagUjuanig IPvé

23



Watafi 3 DHCPv6 & Stateless Autoconfiguration
31 anujuaznguiitientas

3.1.1 DHCPvé6

DHCPV6 181 Network Protocol #ldfernmangian IPv6, IPv6 prefixes wardoyadue LYy
DNS dufuladosgnane  nssade DHCPY6 Svdnnsvinetundnesfu DHCPvA indasgniieans
AvuAnieway IPv6 wuudnludfnae Stateless Address Autoconfiguration (SLAAC) wisudaya

1 W DHCPV6

Hesndayanaiteqegidliaunsadniiunsuuy stateless ladsdndunivzdosinassingld
DHCPv6  Tnadaya SLAAC lianunsaimualila SLAAC ansnsamvualiia3esgniiefedweain

DHCPv6 wnu  fewwsilvinlsh DHCPV6 fiaudnndulunisdnass IPv6 uwastayandndudus ganid

[ o a

SLAAC Snviadsfessunisiisia OPTION Tnsiqluswesléidusgsd  DHCPv6 SuluBnnia

LY o [

nslampanilanudaudnsuldau IPve

o

Client Server
i 4 Local Network
: DHCPv6-PD Client DHCPv6 Server
Time <
Solicit(IA_PD) -
< Reply(IA_PD(prefix)) | have an IPv6
! ne: ddd :sl:vs B Request(lA_PD) | delegated prefix
RepVIA_PD{prefix)) 1] and other
< SRy P TX information for
Prefix Assigned this client
Timer Expiring
Renew(lA_PD(prefix)) e
Client configured | ,  Reply(lA_PD(prefix)) Server configured
to request to accept and
Shutdown, link down,
DHCPv6-PD Release respond to
prefixes DHCPv6-PD

Release(lA_PD(prefix))

requests

v

Reply(lA_PD(prefix))

<

gﬂﬁ 3.1 anNNISYIN9IUYDY DHCPV6

3.1.2 Stateless Address Autoconfiguration (SLAAC)

SLAAC iulnslnneailddmsusan IPvs wuusnludlaels Neighbor Discovery Protocol
Ltﬁl@Lﬂ%@x‘i@ﬂ‘dﬁ&%@ﬂ@i@m%@ﬂw m’%iaagﬂszhﬂmmsﬂﬁummm’ssjmma%, Lﬂ%ﬁgﬂﬂhﬂ%uﬂ, IPv6
prefix (RFC 2461) uag DNS server (RFC 6106) Iuﬂszﬁﬁmma%éfmﬂisﬂmsﬁaaﬂaé’mdn LUADT
fiosfinis RADVD Budumenuas open-source flddmsudsanfiofmundoyaiiarlddmiuuszna

Tuasene
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Duplicate address detection for LLA >

Multicast Listener Discovery for FF02::1 >

Router solicitation (from LLA) >

Router advertisement (config flag, on-link prefixes)

U 3.2 vdnM3YauYes SLAAC

32  N15AARY DHCPV6 wag RADVD

3.2.1  AMUABINITVDITEUY
0S: 19U Unix uag Unix-like operating system
Taelu Testbed T#du Ubuntu

322 TunRUNSANRS
2.2.1 DHCPv6
sudo apt-get -y install isc-dhcp-server
2.2.2 RADVD
sudo apt-get -y install radvd

33 015 Config Wips895U IPV6

msssaniiednassteya IPv6 Tiiuiesesgnineuusesnilu 3 suuuudieiu laun SLAAC,

Stateless DHCPv6 wag Stateful DHCPv6  d1m5u SLAAC azilunisinassdaya IPvé laald

RADVD iiiedegnaifies  d@au Stateless DHCPV6 uaz Stateful DHCPV6 azilun1sdnasstoya IPv6

lngld DHCPV6 wag RADVD maugdlumeriu  lngsgasidunn1snsivesis 3 sukuulidioluil

3.3.1 SLAAC

[%

suwuuilimualy Radvd dnassteya Default Gateway, DNS Server Address wag

IPv6 prefix TfiuiaTesgnne  wadsn1stiinIesgneienilyd Windows agliausasu DNS Server

Address 1@ 11J99917115U5201#A DNS Server Address babasun1sDe1AuAUNIENAT WAAINSU

1A309aneeld Linux Aanansaldaulaund  dedrindmsuisnisiifie n3esgniieazldau

Temporary Address 3gn#an13AIUANNITIFTUVBILAUATEIUY
sudo sysctl -w net.ipv6.conf.all.forwarding=1

sudo vi /etc/radvd.conf
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{

interface ethO

AdvManagedFlag off;
AdvSendAdvert on;
AdvOtherConfigFlag off;
MinRtrAdvinterval 3;
MaxRtrAdvinterval 60;
prefix 2001:db8:x:x::/64 {
AdvOnLink on;

AdvAutonomous on;
AdvRouterAddr on;
I
RDNSS 2001:db8:x:x::2 {
I

sudo /etc/init.d/radvd restart

3.3.2 Stateless DHCPv6

nsaaATtugusuuilimualild DHCPv6 Usenie DNS Server Address wintiu @ SLAAC

Usen1A Default Gateway Uag IPv6 prefix N13590a33 IPV6 address sUwuuil iasesgninedansly

37U Temporary Address 1§ \ilasannldnisusenia IPv6 prefix fae SLAAC  eg1dlsiniy doRves

N1330a33 IPv6  address  jUwuviifeaunsauseniadeyadus IifiuiaIesgnieriu DHCPV6

option  laen15l9e1u stateless DHCPv6 w03 Windows Server 2008 ldwnannisaniiiunis

wuReniu Qunisneasuld Windows Server 2008 1Wuwe3ad server wazld Ubuntu 1y default

gateway Gafnsia RADVD)

- Config SLAAC (RADVD)
sudo sysctl -w net.ipv6.conf.all.forwarding=1

sudo vi /etc/radvd.conf

interface eth0

{

AdvSendAdvert on;
AdvManagedFlag on;
AdvOtherConfigFlag off;
AdvReachableTime 0;
AdvRetransTimer 0;

AdvCurHopLimit 64;
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AdvDefaultLifetime 1800;

AdvHomeAgentFlag off;

AdvDefaultPreference medium;

AdvSourcelLLAddress on;

AdvLinkMTU 1500;

prefix 2001:db8:x:x::/64 {
AdvOnLink on;
AdvAutonomous on;
AdvRouterAddr on;

7

}; # End of interface definition

sudo /etc/init.d/radvd restart

- Config DHCPV6 (stateless DHCPv6 489 Windows Server 2008)

fnma DHCP roles

Add Roles Wizard
ﬁ Configure DHCPv6 Stateless Mode
Before You Begin DHCP Server supports the DHCPVS protocol for servicing IPv6 dlients. Using DHCP8, clients can automatically
configure their own IPv6 addresses Using stateless mode, or they can acquire IPv6 addresses in stateful mode
Server Roles from the DHCP server. If routers on your network are configured to support DHCPVS, verify that your
DHCP Server selection below matches the router configuration.

Network Connection Bindings

IPv4 DNS Settings

Select the DHCPv6 stateless mode configuration for this server.

1Pv4 WINS Settings & Enable DHCPV6 stateless mode for this server
DHCP Scopes IPv6 dients will be automatically configured without using this DHCP server.,
" Disable DHCPV6 stateless mode for this server
IPv6 DNS Settings
d After installing DHCP Server, you can configure the DHCPv6 mode using the DHCP Management console.

Confirmation
Progress
Results

More about DHCPv6 stateless mode

<prevous |[ mexts> | e | Cancel |

5UT 3.3 1WAN15M9aT1 DHCPV6: Stateless Mode

Y
Add Roles Wizard
Eﬁ:ﬁ Specify IPv6 DNS Server Settings
Before You Begin
When dlients obtain an IP address from the DHCP server, they can be given DHCP optins such as the TP
Server Roles addresses of DNS servers and the parent domain name. The settings you provide here will be applied to dlients
DHCP Server
Network Cornection Badons Specify the name of the parent domain that ciients will use for name resolution. This domain will be used for al
scopes you create on this stateless IPv5 DHCP server.
1Pv4 DNS Settings
1Pv4 WINS Settings B ent oo
fipvecenter
DHCP Scapes
DHCPV6 Stateless Mode
T Specify the IP addresses of the DNS servers that dients will use for name resolution, These DNS servers will be
Used for 8l scopes you create on this DHCP server.
Confirmation
Preferred DIS server IPv6 address:
Progress
200 validate
Results

Alternate DNS server IPv6 address:

More about DNS server settings

<previous [ mext> | mel | canel |

SUTi 3.4 daen IPv6 DNS dfutsznieflu DHCPVG
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3.3.3 Stateful DHCPv6

sUBUUa1Iadnasstaya IPv6 M Default Gateway, DNS Server Address W

IPv6 address liuiasasgnielaegiasuiiu lnglufitediaieiussuud jUAn1sveanies

anvng ﬂﬁﬁﬁQﬁﬂu'gULLUUﬁﬁﬁﬁuﬂiﬂ% DHCPv6 Uszn1d DNS Server Address iag IPv6 address

WUU stateful &1 SLAAC Usenia Default Gateway Wintlu 1aen153mass IPv6 address suwuuil

aunsaivualdliiesesgnunegldeiy Temporary Address i Fsfazdrelidguaszuvaiunse

AuANNSLEIY IPV6 address vouATeIgnYelideEy

- Config SLAAC (RADVD)

sudo sysctl -w net.ipv6.conf.all.forwarding=1

sudo vi /etc/radvd.conf

{

interface eth0

AdvSendAdvert on;
AdvManagedFlag on;
AdvOtherConfigFlag off;
AdvReachableTime 0;
AdvRetransTimer 0;
AdvCurHopLimit 64,
AdvDefaultLifetime 1800;
AdvHomeAgentFlag off;
AdvDefaultPreference medium;
AdvSourcelLAddress on;
AdvLinkMTU 1500;

% # End of interface definition

sudo /etc/init.d/radvd restart
- Config DHCPv6
sudo touch /var/lib/dhcp/dhcpdé.leases

sudo vi /etc/default/isc-dhcp-server

(@sslnlddnsunudeya 1Pve)

(wilmuustulnglrsendelui)

DHCPD_CONF=/etc/dhcp/dhcpdé.conf
OPTIONS="-6"
INTERFACES="eth0"

sudo vi /etc/dhcp/dhcpd6.conf

default-lease-time 600;
max-lease-time 7200;
authoritative;

log-facility local7;

ANEN1TAUTUTEUUMIMEVEnBIRANSALITUN AdeUgUNSalAT 8 Y1Y

lasesnsdnnvsneitedis Ui sinnisuasaniiunuresruduszaunuug

a wa

yUuANIT IPV6

28




option dhcp6.name-servers 2001:db8:x::3;

#host client {

# host-identifier option dhcpé.client-id 00:03:00:01:00:50:56:82:7a:fd;
# fixed-address6 2001:db8:2:1::2;

#}

subnet6 2001:db8:x:x::/64 {
range6 2001:db8:x:x::1000 2001:db8:x:x::2000;

sudo /etc/init.d/isc-dhcp-server restart

note: Tunsdlfl restart DHCP server lidu$alinsiaaauin IPv6 Aif1vusuu interface eth0 msafiu

i config  Tu /etc/dhcp/dhcpdé.conf wield wazadelng /var/lib/dhcp/dhcpdé.leases

° o & v A vo Y Y oA ' ° o Y a d'
m‘VliULﬂU?Jaaﬂa IPv6 address Vll@iUﬂ’]iﬂ]ﬂﬁiiLLﬁ?%i@iﬂJ AMNIUYBNANAINDU AN

nsvaaulaann /var/log/syslog

Config Stateful DHCPv6 &113u CISCO iOS 15.2

R1#sh run

Building configuration...

Current configuration : 1981 bytes
!
I Last configuration change at 13:53:39 UTC Fri Jun 5 2015
upgrade fpd auto

version 15.2

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!
hostname R1
!
boot-start-marker
boot-end-marker
!
no aaa new-model

no ip icmp rate-limit unreachable
!

ANEN1TAUTUTEUUMIMEVEnBIRANSALITUN AdeUgUNSalAT 8 Y1Y

a wa

lasesnsdnnvsneitedis Ui sinnisuasaniiunuresguduszauanuuagUjuanig IPvé

29




no ip domain lookup

ip cef

ipv6 unicast-routing

ipv6 cef

ipv6 dhcp pool dhcpvé

address prefix 2001:DB8::/64 lifetime infinite infinite
dns-server 2001:4860:4860::8888

domain-name testv6

!
multilink bundle-name authenticated
!
redundancy
!
ip tcp synwait-time 5
!
interface GigabitEthernet0/0

no ip address

duplex full

speed 1000

media-type gbic

negotiation auto

ipv6 address 2001:DB8::1/64

ipv6 enable

ipv6 nd prefix default no-advertise
ipv6 nd managed-config-flag

ipv6 nd ra suppress

ipv6 dhcp server dhcpvé

!
ip forward-protocol nd

no ip http server

no ip http secure-server

no cdp log mismatch duplex
!
control-plane

!

mecp profile default
!

gatekeeper
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shutdown
l
line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line aux O
exec-timeout 0 0
privilege level 15
logging synchronous
stopbits 1

line vty 0 4

login

transport input all

|

end

3.4 ASNAEIUNITNNNIU

ASNAADUUULATBIIHDIINTN95U DHCPV6 wag RADVD seandana Uil

LAAINANITNAABUNIS5U DHCPV6 tay RADVD

e e e e SR

||:| E] | S|

U9l 3.6 uansnan1svaaeun1sUsEn1Aveyanie RADVD
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3.4.1 SLAAC

dl 1 ¥ U 6 o ! dﬂl
wamsmaawumsaﬂqﬂmalmwaaWﬁmmalﬂu

@ connection Information

6 Active Network Connections

Wwired connection 1

General

Interface: Ethernet (etho)
Hardware Address: _
Driver:

Speed: 1000 Mb/s
Security: None

IPv6

IP Address: 2001

Default Route: fe80:

Primary DNS: 2001:

SUN 3.7 uanstoya IPv6 MiaTesgninelasuann SLAAC

3.4.2 Stateless DHCPv6

[

KA IVngeUUULASasaNUelakadnsAwalUL

[ Connection Information

@ Active Network Connections

Wired connection 1 (default)

General

Interface: Ethernet (etho)
Hardware Address: _
Driver:

Speed: 1000 Mb/s
Security: None

IPv4

IP Address: 192.168.1.52
Broadcast Address: 192.168.1.255
Subnet Mask: 255.255.255.0
Default Route: 192.168.1.1
Primary DNS: 192.168.1.155
Secondary DNS: 8.8.8.8

IPv6

Ignored

IP Address: 2001:
Default Route: fe80:
Primary DNS: 2001

5U7 3.8 uanadeya IPv6 Mlasesgnineldiuain Stateless DHCPV6
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3.4.3 Stateful DHCPv6

a ' v U so 1 =<1
Naﬂ'ﬁVIG"Iﬁ@UUULﬂi@QQWUWﬁlﬂwﬁaWﬁﬂﬂm@‘lUu

Pl
]

U

1l

[

o Connection Information

@ Active Network Connections

Wired connection 1

General

Interface: Ethernet (etho)

Hardware Address: | NN

Driver:

Speed: 1000 Mbys

Securiky: None

IPv6

IP Address: 2007: - 1245/ 128

Default Route: fe80:
Primary DNS: 2001:

3.9 uanstioya IPv6 Tiesasgnanglafuann Stateful DHCPV6
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U8l 4 Web Server

41 anujuazvguiitiendas

Web Server 81f8n15%191ULUU HTTP (Hypertext Transfer Protocol) 194 Protocol
{Weosduiviharuuu Transmission Control Protocol (TCP) #ildlumsdnguuuy ms¥uds msidenles
lonans wazdonaungg wuzuain deru sauludsnmadeulm uardeyaides dadunisuins
ﬂyugmsuaa World Wide Web (WWW)

Client Server

Request

gﬂﬁ 4.1 KanN1SYINeIUYDY HTTP

L Y

= ° Aad 4 acs Y = | v ] aa Y Y y .

fimsvhundniladsnnes dnnsen wazdadayasieg Ain155eaveanmeauily Client
lngld Web Browser lun1sfesvadoya a1nils Server wagiruinananalviugldau Uniudn
Apache Web Server ¥1197u#l Port 80 @1%5U HTTP wag Port 443 d15u HTTPS

4.2 n15ARRAY Web Server

4.21 AMUABINITVDITEUU

Apache Web Server

0S: #aetdu Unix Lag Unix-like operating system (Linux, BSD “1a) WAt s
annsaldsuuy Windows was OS duq  a1unsngisnslédl Other platform w3eldausiny
AppServNetwork i Windows ag MAMP & MAMP PRO uud OSX

Disk Space: ldfiuiiUszanas 10 MB uaziiuflindedmsu Apache ogrtios 50 MB

(%

& Ay v X ) I3 | . . a X A I3 ]
funldanuiuegiunaleesrusenau Wy Configuration, Module 3uq wagiiuiliulgdvey
)

(%
o

(N4
f

e 20

3)
h3]
Lo

NGINX Web Server

05 fildfauguiu NGINX 1§ ($198997n httpy//neinx.ore/en/)
e FreeBSD 3 -10 /i386; FreeBSD 5 -10 / amd64;
o Linux 2.2 - 3/1i386; Linux 2.6 -3 / amdé4; Linux 3 / armvél, armv7l,

aarchéd4;

e Solaris 9 /1386, sundu; Solaris 10 / i386, amdé4, sundyv;
o AIX 7.1/ powerpg;
e HP-UX 11.31 / ia64,
e Mac OS X/ ppc, i386;
e Windows XP, Windows Server 2003
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http://httpd.apache.org/docs/2.4/platform/
http://www.appservnetwork.com/
http://www.mamp.info/
http://nginx.org/en/

IIS Web Server
OS : Windows Server 1o IS $990115 Administrative Credentials I@Sﬂméfa\‘iﬁﬁwﬁ

¥4 administrator L@sneu Tun1sAnssiag config IIS server (81989310 Install IS 7.5 on windows
server 2008)

4.3 Installation and Configuration &1%35U IPv6 Web Server

4.3.1 Apache

Apache web server .U web server fizanileuignlunoutl Tu Linux distribution d@wlng
19593 apache 1Ll repository vasdates Iagludiiedld Linux Ubuntu 14.04 lagisianunsaly
“apt” Fadu Package management U84 Ubuntu 14n1358n#331n repository U89 Ubuntu Talnely

'
o w

iGN

sudo apt-get update
sudo apt-get install apache2

apt-get %ﬁmﬁaﬂﬁgﬂ apache web server awum%maz start service Tvionlud® LLaSLﬁa
Ubuntu Linux vea37kllé Disable IPv6 10713 6 apache szl service Tanunsoldauldiieuy
Pvd uay IPv6 aunsansivaeulddneds “netstat tanp”  Fsawudiulédn apache ¥inns listen
Ul port 80 71 “any” () ip address UuiASesiisauSoaud

JUN 4.2 wadWs1aaRInnIs start service apache web server Ut ubuntu

b2
N1INAEDUNY web browser

Tngundnal Tun1snaaauin web server inaulaty ts1aznaaaulaeita web browser
wazld URL anwouzil

http://your_server IPv4_address

luvhueaRgdfuiu IPv6 1s1asnsanaaeau agly IPv6 Address agnnglamsasvune [ 1 1wy

http://[your_server IPv6 address]

' (%
aa o

FaRI9819LU Apache web server Nfinsad15U Testbed 11 http://[2001:db8:x::61/
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https://technet.microsoft.com/en-us/library/cc771209.aspx
https://technet.microsoft.com/en-us/library/cc771209.aspx

[ File Edit View History Bookmarks Tools Help
: | http://[2001 EEEE

| Q Search

IPv6 Testbed

(ubuntu-1pv6-b494)

Your TP Address is 2001 [

JUN 4.3 wan1smageun1sldnu IPv6 Web Server v84 apache

4.3.2 Nginx

Nginx 10U Web server 8nanguilaniaiuainisaliui Apache sasaunaaian lufu

1
P

nSneInTAIenn sessumstrusnsiaunn vl Neinx Wuifeusnniusesqlusseyndani
Web server developers: Market share of active sites
' M Apache
I_IETC MFT B Wicrosoft
" Sun
M nginx

W Google
M Other

80%

60%

40%

20%

|
0%
dp A L A ) B i1 4 Vo) T S Ay g S N R
o e o P P s e P P P P B P P

JUN 4.4 dagunsldanu Web Server

#131505n59 Nginx laaaaads

sudo apt-get update

sudo apt-get install nginx

INAIAINITAARIAIE apt-get U 1LDAAAITHUSTDULAT T3UUALYIINT Start service U949
Nginx Jundnlud@ au1sanagounis Web browser lanuunfiaag IP address #30 domain 7
Aald

http://your_server IPvd4 address
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(%
[y 1% =]

Aagnuifunt Landing page Mu default 989 Nginx anwayil

Welcome to nginx!

If you see this page, the nginx web server is successfully installed
and working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Ul 4.5 w3y default 184 nginx

195U IPv6

Ingun@nas Neinx NRnAINil configuration d@115U binding 19 IPva wag IPv6 Lo lilw
agjuéﬁﬁiﬂa‘ /etc/nginx/sites-enabled/default ludnweugil

listen 80 default server;

listen [:]:80 default server ipv6only=on;

luviheafedfuiu IPv4 1sansnsanaaeau Waely IPv6 Address adnnglansaavine [ 1w

http://[your_server IPv6 address]

' v
! v o [

991981981 Nginx web server 1RaRsd113U Testbed i http://[2001:db8:x::6)/

6 m c installnginxut > . &+ 8 @ T B » = I

Bookmark this page (
Banking EMail ‘ Ei Facebook I3 Youtube Google Calendar i Maps £ Translate ! Intranet | =

Welcome to nginx!

q, If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to naginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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e Click Start —> All Programs —> Administrative Tools —> Server Manager.
i x|

[[Beften Yo bb |
L ol IS = .
e e T ——S——.
Dagrostas a Gat 0 overven oF $ha server, CROO0R SYREm DrooerSes, ¢ retal or remove server roles d
Configuraton festres
. Surage
~  Server Summary g Server Summary e B
= Computer Information & Ohange S pstem Propertes
Ful Computer lame MBS T\ Ownge sdmranany Account
Workgroupt HORKGROP Q View Metwark Conmnectons
A ety As=mar sty B Corioure Renwte Desktop
Agcourt:
Locs Aes W pirens ssegred by 0P, -
Conrecton v eradied
oot 0D TSRO0 TS 030
T D0 not show =e 2vs conscie a2 logen
~ Secunty Information P Go % Vindows Fremal
firda e On & Corfgre Undates
rGoet Lodster rat corgres ) :zv:'.':n-'!v Canrfgs ston
st cheches for e D Configure 3 £5C
ates -
«| J 3J|GE Lot meter 57/2007 256:21 P Configre rebresh
| | {

gﬂﬁ 4.7 waes Server Manager 989 Windows 2008

o Tunileng Server Manager l@oauasu? Roles Summary AdnA11 Add Roles aztaeniinl
Verify Joyalindn

E. Server Manager =] E3 .
File Action Yiew Help
= smd@
EE Lk i Roles Wizard ;
3 Rales
Features o
Diagnostics 7~ Before You Begin
} Configuration
3 storage .
i This wizard helps you install roles on this server, You determine which roles to install based on the tasks you I—
B Fol want this server to perform, such as sharing documents or hosting a Web site.
erver Roles
G T Before you conkinue, verify that:
Progress + The Administrator account has a strong password
0l
+ Metwork settings, such as static IP addresses, are configured
Resulks  The latest security updates From Windaws Update sre installed
If you have to compleke any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.
To continue, click Next.
r Skip this page by default
cprevious [ mexs |t Cancel
(%) Bole Sprvicess 23 inctalled S add Bele Services =l
4 | LI % Refresh disabled while wizard in use

| |
5U7 4.8 Uanan135 add role Litowiisiy service Ul Windows 2008
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o yasNUUlMADN Web Server (IIS) wazaan Next tiaadudusaunaly

Add Roles Wizard B

ﬁ' Select Server Roles

Before You Begn Select oom or more 10ies to ratal on this server.
e p—
Web Server (I15) L Active Drectory Certficate Services ek ez Ul "".’MI“ W'
Bk Servwet L_ Active Drectory Doman Services sotheation rfrastructure.

Active Directory Federation Services
Carfemation Active Drectory Ughtwsight Cirectiry Services
Mogess L Active Drectory Rughts Marugamernt Services
Res s Aophcatwon Server
Do Server
A5 Servor
_ Fau Server
Fle Services
Network POy and Actess Serwies
Pree Services
Terminad Services
UDOT Sorvices

Windows Deployment Services
Windows SharePont Services

oo || noe> | | _coen |

gﬂﬁ 4.9 @an Web Server (IIS) Lﬂlaamﬁﬂ service U1 Windows 2008

o 1don Select Service AT 1Tu" 19U ASP.NET

ﬁf Select Role Services

Bufore You Begn Select e rcle services to inetal for Web Server (IS
Server Rokes Pole services: Descrgtion:
Web Server (125) 5 B Web Server - MMOWMM
EECENTE | - oo O e
I¥. Static Cortent apphtations ustg managed code.
Confymation [¢. Defast Cooument ASPNET i rot sy & tow version
oges [/, Directary trowsing of ASP, Mg boen erteely re-
- L (¥ HITP Brrors M::vvﬁom
[ HITP Rodvecton basad on the MET Frameworh,
= [ Agpicabon Develogeent ASPNET provides & robust
¥ réastructure for buking web
[/ NET Extorcbilty ] wocicatioes.
[ ase
(] cat
7 IS8 Dtensons
[/ 15491 Flters
[ Server Side Irchades
B Heath and Daagnostics
(¢ I Logang
| Loggng Took
Y. Request Montor
Tracng
Custem
More shong rolke services

U7 4.10 \denfinsi Service dndudmsu IS uu Windows 2008
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e WaRINUUAALGEDN Add any required role services

Add Roles Wizard E3

Add role services required for ASP.NET?

-
® You cannot nstall ASP NET unless the requeed role services are also installed
Role Services Descriphion
= Web Server [lIS) Web Setver [11S] peovides a rehable,
= Web Seryer . and scalable Web spplcation

2 rkahuchue

= Apphcaton Development
1SAP! Edensions
ISAP! Fiters
NET Extenubity

[ AddRequedRoeSerices |  Concet |

i Why ate thess role services lequeed? 4

g‘lJ‘ﬁl 4.11 1don Add any required role services \loRnsa ASP.NET U Windows 2008

o DatumauilslevinnIsAnge IS WuNSeuSosndn wazdl Default Ao ASP.NET 157814150

Wauiuledaioniul ASP.INET wiauifin@slu Server dldtae

ﬁy Installation Results
‘

Belore fo Pegn
The folloming roles, role services, or features were nstalled successhully|
Seroes Koles
Wet Server (115 ~ Web Server (115) O inmtallation succeeded =

ose Servoes
Corfrmanon

Progon

The folowng rofe services were natalled
Web Server
Comenon HTTP Pestures
[ Contert
Def okt Document
Deectory Browesrg
MITP Ervors
Agphcaton Development
aASP et
NET Dtarsbity
15491 Extermors
ISAP] Fllees
Health and Dlagnostics
HITF Logarng
Fequest Mordor
Seourty
Engen Fherng
Paformarce

et Content Comgrosson
Manancment Tonke

e, e-mal, or agve the natallaton report

J J[C o ]

U .12 uanssadndannnisiiad IIS Uy Windows 2008
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o VAABY test SxUU agfaif Address bar : http://localhost AzuaRIHATHEAIU

BT Wosoms e by W — R
m- 0 oy e o] 9 | % [ Guage 00 e
— _—

w e Ppw 9’9'.'.!”'0!.--"

JUN 4.13 wansvaaeumsldanu Web Server 404 1IS

A3 Setup d@193UTBITU IPV6

TaeUnfiuga 1ile Windows Server 2008 R2 5895Un1514974 IPV6 U&7 IS Web Server fiay

laifpavinesls wazaiunsaldary IPve toae

wilunsdif 1S Wilé bind port fu any () w3e IPv6 Address Ta 11ly  151@wnsa Biding
Aoy “inetmgr” (IIS7 configuration tool) lud@iuwas IP Address MUy drop down list agil
IP address vATaasndog 53ums IPv6 My lasisiaiunsaientanain dropdown list Uldlae vse

anunsanunlunsatlaiae

0 Default Web Site Home

— 4

Type  Host Name Port IP Address Binding Inforn | Add... I

Compression

&)
Handler
ra.. Mappings

=
= |

Edit Site

Bindings...

[ Basic Settings...
View Applications
View Virtual Directoy]

Manage Web Site

2 Restart

P Start

@ Swop
Browse Web Site

[@] Browse*280 (http)
Advanced Settings..J
Configure
Failed Request Tracig
Limits...

© Hep

Online Help

E‘Uﬁ 4.14 A9 Biding IPv6 address @18 “inetmgr” U IIS7 configuration tool
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anaulleAe
14 command line “netsh” 1WoAIMUANTT binding IPv6 address 1Y HTTP service

@
o &
AINFULUUASY

netsh http show iplisten
netsh http add iplisten ipaddress=ipvé6address

i)

netsh http add iplisten ipaddress=fe80::1
130
netsh http add iplisten ipaddress=::

NAFIUNIY Web Browser sdubdal tusinuaadedtunu IPva 1s1ausanaaay el IPve
Address agnglaiaIaviane [ 11wy

http://[your_server IPv6 address]
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ﬁ”;‘fl'a‘ﬁ 5 DNS Server

51 anuduasngediieadas
u
DNS Server (Domain Name System Server) fs USn15d11sun15a9delinu IP Address
WeazaIntunsandwazldny wWisualounsiUaayalnsdnvivseayaniimaes weldlunis

oA 6"

Aumiogudeiuasinsiideanisinseluszuunisidonldau DNS Server Aldundnnafertu led
MsAuMTeues IP Address aniA3osaesfianesaziinsdadoluda DNS Server tieawdis IP ves
\r3esiifesnsAnsaselu File wie Database \ilafuwy DNS Server agviin1sneundu @9 DNS 2y
wUseandIusiee) Ao
® Name Resolvers #LA304 client AADINITABUNINNLBLAY IP 98138097 resolver &9
software ity resolver ﬁ'u%gﬂa%’mmim Application #5o library ﬁﬁagﬂu
client
® Domain Name Space Aegiudeyaszuu DNS Aifllassasradusiulsl Tnsusiag Note a1ansa
flawugos (Subdomain) Ssagldqametion () Wumulsenidauumdnuarlnwuges
® Name Servers Aainsasneuiinasiilusunsuvihnunasiigiudeyauisdinvesszuy DNS &
Server 9giMsROUNUNSTewRNLATEY client Tiuilnsazdumdoyalugiudeyaves
fesnou dlilvoazdsdonisieswsluds DNS  Server du 1 Name Server fifayaves
Towunansdn server duduidrvaslamuidonit Authoritative  usinladfiFondn Non-
Authoritative
NaNNI399U
N19¥91uYB95EUY DNS Server 1 Bua1nia3osnonfimed Client Faansnstunaneas
P Address waia3nsUatensiifeinisindedeTsdidueludaaios DNS Server 1o DNS Server
Iesudmeudfazludumdoyalugudeyauddsdmeunduludaunies Client wleipes Client § IP

Address wdadsannsafndefiuiaasUatenisld fegu

S 1. DNS Query
Web Browser~_ Ask for website
Client \ location

A ~

2. DNS Reply /
Get an IP Address {~
of website A

Web Servers

website
by IP Address

UM 5.1 vdnn1591191uu8d DNS

ANEN1TAUTUTEUUMIMEVEnBIRANSALITUN AdeUgUNSalAT 8 Y1Y

a wa

lasesnsdnnvsneitedis Ui sinnisuasaniiunuresguduszauanuuagUjuanig IPvé 43



dadinlun1sAs¥avasszuu DNS
DNS 2z5uslanesisnusagiu (ASCIl character set) lu RFC 1035 58U

TALIULLY A
® (19nus a 04 z (case insensitive)
® Y0099

® AsRanunudRfe ()

5.2  N15AnRAY USULAY tazn1snagaau DNS Server

® n15AARsay config DNS Server Ui Ubuntu 14.04

5.2.1 #nfna DNS Server Tngldiands

o

&y

ANYAIN LT LA LY

# apt-get -y install bind9

>
Y

dlofingis DNS Server 1S3 file config 114 %gmﬁulﬁu Directory /etc/bind/ Iawagil file

named.conf

named.conf.options

5.2.2 3nszdeu file config wazuAly file named.conf

[y

WeanuazaInuaviluszideulunis config DNS Server Tsiiunnseadl

# mkdir /etc/bind/conf

18 file named.conf %14 ¢ TUl3lu Directory /etc/bind/conf

# mv /etc/bind/named.conf.* /etc/bind/conf

wily file named.conf

# vi /etc/bind/named.conf
whluludiuwes include 910

include "/etc/bind/named.conf.options”;
include "/etc/bind/named.conf.local”;

include "/etc/bind/named.conf.default-zones";
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Ju
include "/etc/bind/conf/named.conf.options";
include "/etc/bind/conf/named.conf.local";

include "/etc/bind/conf/named.conf.default-zones";

5.2.3 1Ua function #19 § Tasudly file named.conf.options

# vi /etc/bind/conf/named.conf.options

wily path #l4fiu file confie zone TWidu path s desnis

directory “/var/cache/bind”;

WwATEINNNY // Tudiuves forwarders ponuazLiiy ipvé dns 03 google Lialw dns

server lilmm’fﬁjga dns 910 dns server U84 google

forwarders {
2001:4860:4860::8888;
2001:4860:4860::8844;

dinludIureINIToUIRTLATEIDUY a1unsafashinde dns server vadmTadlel

# query range you allow
allow-query { any; };
allow-query-cache { any; }

# the range to transfer zone files
allow-transfer { any; };

# recursion range you allow

recursion yes;

allow-recursion { any; };

Wiludruiliasesanunsasutoya dns Mdu ipvé

listen-on-vé { any; };
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AUNIATIARIINGNFBIVBINT config dns server ladaerda (11T error alsuansin

config lagnaaduen)

named-checkconf /etc/bind/named.conf

@13190 Restart service boaagandasalul

# service bind9 restart
ED)
# /etc/init.d/bind9 restart

5.3 a1snagau DNS Server

AFantgluN1sNAdaUN159IN91UY89 DNS Server

O host
O nslookup
O dig

NNSNAFBUAIYANES host

root@ubun-dns:~# host -t aaaa www.ipvé6.testbed.local

www.ipvé.testbed.local has IPv6 address 2001:db8:x::6

root@ubun-dns:~# host -t mx ipvé.testbed.local
ipv6.testbed.local mail is handled by 10 mail.ipv6.testbed.local.

NIMAABUMIBAIEL nslookup

root@ubun-dns:~# nslookup

> server 2001:db8:x::3

Default server: 2001:db8:x::3

Address: 2001:db8:x::3#53

> set type=aaaa

> www.ipv6.testbed.local

www.ipv6.testbed.local  has AAAA address 2001:db8:x::6

> set type=mx

> ipv6.testbed.local

ipvé.testbed.local mail exchanger = 10 mail.ipv6.testbed.local.

> exit
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NSNAFDUMEAIET dig

SUNYANMUNUNYVDIANE IR

dig -6 @2001:4860:4860::8888 www.google.co.th

(dig (4 ipv6 lun1sanu] @lipvé veusdesiidesnisans] [web ﬁé}’aqmi%: ip])

srlitayaniludiuresinoun server dns vosialaanauNInLil

;; ANSWER SECTION:
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.
www.google.co.th.

www.google.co.th.

299
299
299
299
299
299
299
299
299
299
299
299
299
299
299
299

> > r » x> X X > X rr > X T > T I

61.19.2.50
61.19.2.25
61.19.2.30
61.19.2.49
61.19.2.40
61.19.2.54
61.19.2.39
61.19.2.35
61.19.2.45
61.19.2.59
61.19.2.34
61.19.2.55
61.19.2.44
61.19.2.29
61.19.2.20
61.19.2.24

5.4  AMUFUNUSVEY DNS AU Service f199 waznisurluTdeuass

Web Server: Web  Server @111501947UA18%8 domain name W14 web browser 1g ¢4

f0819 16911115 map DNS record tonliuainiediolaiuu www.ipvé testbed.local 1w IPv6

address (AAAA) “2001:db8:x:6” vlssnatusainiusie URL Midutendanuuune delunis

91 http://www.ipvé.testbed.local wnuiiasifumuneway IPvé http://[2001:db8:x::6]
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http://www.google.co.th/
http://www.google.co.th/
http://www.mict.ipv6.nectec.or.th/
http://www.mict.ipv6.nectec.or.th/
http://[2001:db8:x::6/

aa www.ipv6.testbed.local U O »
https//hotmaill.com

Bank ¥ Facebook intranot  Google v  Other v >»

IPv6 Testbed

(ubuntu-ipv6-b494)

Your IP Address is 2001

JUT1 5.2 HagnsINN15a319 DNS record dmsu Web Server

Mail Server: DNS Server HunumaAgAun15i1euges Mail Server aasatia 15114

DNS server Litonmun MX (Mail Exchange) Ty “latuu” 194151 Madiegan1svageu

root@ubun-dns:~# host -t mx ipvé.testbed.local
ipv6.testbed.local mail is handled by 10 mail.ipv6.testbed.local.

ez Tau “ipvé6.testbed.local” &I email server 8 “mail.ipvé.testbed.local” ke
Towwrenstey  Junisusznimuenlannigueniia Internet 31 mail server vaus19glnudaz
duWusAu AAAA record §998UBN8NI1 mail server Ngualaiuuis il IP address avls

(ludl mail server Tus IPv6 a8nafen)

root@ubun-dns:~# host mail.ipvé.testbed.local
mail.ipvé.testbed.local has IPv6 address 2001:db8:x::9

MaIu1905U-d9 Email 91n018Uen Internet 1169 domain vaus1ka
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Wadadl 6 Centralized Log Server

6.1  anujuaznguiitiendas

mslfnuuasinddumefiislugaiiannsaldonldanis IPva uas IPv6 orainnINSEY
Anvnsdumesinldnnideliinnedeanuitdanieldfnu arnnsoon nguane weu. ddenis
nsgvRimAEIiuRBNTames A, 2550 Sidemnaluannsi 26 Avualii

wliiusns deufvsnwtoyansiasmeeniunes [3luisends 90 fu duus Suiidoyaiiu
ihgszuumaniiames uslunsasniu winaudming sedaligbivsnsdle iusnwdayansios
npeuRunes 1Ay 90 Juualuidy 1 Dilunsaliliey anizs1e uazianizasIanld §Ivusinig
awdafushwtoyaveslsusnmswhiisndu welimanse svydagltuiny dudumsultuingg
uszdpafusnwldiduaarliioenar 90 Fu dusausnislduinisaugnas’
Syslogd

Syslogd L?Juﬂalﬂﬁisiﬂumiﬁu%ga log ve4 kernel wag application UUTEUU Unix hay
Linux Taediu daemon fignfndaunlindenfussuuufsanslufiounnizuy  lnedauassuy
amnsnUTuusslid configuration 1iaAIUANNNTINAILYBA syslogd I 19w 1% syslogd [1-3] LAv
Hoyaluliindla violidstoa log dluiiulifuadosduluintere

o w o

syslogd  flasddnydmTunutussianiazaiunudeya log Ao Facility wag Priority lagi

Facility \Judeyafieduiefunasiniavesioya log tue @ Priority azuansfiaseiumudfey

Youmansaivinliindeya log Tu dwludeya log yndudndudesd facility uay priority taue

Syslog-ng (Syslog new generation)
syslog-ng @snsaunluteunnsssaiuluges syslog
® syslog-ng ansnsavheulEvieun TCP uay UDP
® syslog-ng @1u1T0YIN13NTe9 (filter) Gé’fasgalﬁéfw regular expression
® syslog-ng mmam‘hmu‘iugﬂquﬁé’waﬁq oriority/facility 1 setu suSsansnsavheruunud
syslog 1o

® syslog-ng atuayu log forwarding Fevilvianansansiuladn dumnaves log gnawnain

'
=

w30dla wazruATeslanUng
® id1Aty syslog-ng faligunuuraslilg configuration N418 wallauEangugs annsatily

Uszgnaldlvinssanudeinisialagde
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6.2  guuuumsldau

Centralized Log Server lagunfualtazdnlunsdilupdeviaifeaduiu in3eei

T9iU3n158uq Midon19ds Log uLAuds Centralized Log Server @ wieliiunisdesdoyaiidu

audueenuenedetis wazldiiun1sglvitu Gateway venaIotny
NetLog network diagram

Switch MHub

www Server Mai Server FTP Server NEWS Server Central Log Server

sUl 6.1 nn91h Centralized Log Server Tul#au

U

Uizmmaﬁaga Log 7l Centralized Log Server JaAule
® System Log #3931 Syslog Protocol #i14¢)
WU Authentication, Mail, Kernel, Daemon, Cron, News LLaz‘EﬂJlu“]
® 910 Server Software #1149) fisoefu Syslog Protocol
\Wu Apache, Asterisk, VsFTPd 1Jusiu
® | og NgUNIalATEUNY fisoe5unsds Log W Syslog Protocol

Wi Router

6.3 NISANAY

6.3.1 ANUADINITVDITIUY
CPU: 1 GHz Tuld
RAM: 2GB Fuly
HDD: 40 GB Fuld
Required Softwares: web server, mysqgl, php, syslog-ng
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Wee:  lawIaves HOD Juegiuusunavesdoya log MAusie Tag 40 GB

anunsainudaya log Manu file 59uva database ilalifiu 1 §1u Records sodu tluvian 90 fu

6.3.2  UNBUNITANAY Syslog-ng
Tu Operating system version T11ie] aERAAAY rsyslog wni syslog daemon tAu 1%

WU event log BEUAY UALTIANNTOLEENAAGY Syslog-ng unu rsyslog el

N15AAAIUL Redhat, Fedora, CentOS (yum)

Adanlglunishndenu yum

# yum install syslog-ng

N15AAAIUL Debian, Ubuntu (apt-get)

AFINLElUNIRAFINIY apt-get

# apt-get install syslog-ng-core

Operating system 4 SELinux (SE = Security Enhanced) 1@ulu Redhat, Fedora,

CentOS 159994 config SELinux Lﬁaauiymlﬁ% log 7 port 514 1g1

# semanage -a -t syslogd port t -p udp 514

sl iptables lun15danas firewall 783 OS i1dpufiy iptables rule Wisl firewall

BULN traffic 989 log Nazdudunds port 514

# iptables -A INPUT -m state --state NEW -m udp -p udp --dport 514 -j ACCEPT
# iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 514 -j ACCEPT

Start Service

HioRnRNSaUSo8LAD SEUUL Start service Tanlulid wea1ld 151a1unsadalalag

# /etc/init.d/syslog-ng start
ED!

# service syslog-ng start
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6.4 013 Config syslog-ng LazN139995U IPV6
nsunlalng syslog-ng.conf

n1sUSuuss Option Tu Syslog-ng

options {
chain_hostnames(off);
use_dns(no);
use_fgdn(no);
owner("root");
group("adm");
perm(0640);
chain_hostnames (off);
create_dirs (yes);
keep_hostname (no);
log_fifo_size (536870912);
stats_freq(60);
flush_lines(100);
flush_timeout(1000);

dunmuualngesu Log Ul IPv6 Ao

source log_network {

tepb(port(514));

° v Y] a1 v o & ¢y
n1sAmUALI Log Server 9an1s log Ndsdinunuazuendaiivasindais Macro

destination log _file {

file("/data/log/SHOST/SYEAR/SMONTH/$DAY/SHOST-SFACILITY-SYEAR-SMONTH-$DAY.log" );

Log ignaeanaggnuensie Macro aude host -> U -> wwiaw -> U uavuenlildny

Facility 4159 Usgianwues Log Aaoenaiguy

/data/log/2001:db8:x::2/2015/05/01/2001:db8:x::2-auth-2015-05-01.log
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1neeg1e tlddananignaiiaig log Mdwwa1NIATEMNNELAY P “2001:db8:x::2” ¥BY

Fuil 1 nguniau 2015 tneidu log Useuam Authentication Log Liudiu

6.5 M1SNIRUALR Server 7149 a9 Log 1189 Centralized Log Server
13849 Authentication Log wasdayanaluvasssuy

U 1AS0UL8ARBRINSES Log an Tiiinussvinasseludlulng /etc/rsyslog.conf

auth,authpriv,daemon,cron.info @@[2001:db8:x::5]:514

azifunsds log 18w auth,authpriv (Ae7fU authentication 1@ SSH ) daemon (software

o

N5y daemon v19i) , cron (MsVeua s schedule A1ald) T Log Server sy TCP

6.5.1 Apache Web Server

415U apache web server uda Taavialuazidunisdaiu log adlnd witsnaiuise
fwualiisonlilusunsy logser iladnds log as syslog meluadesdesdou  Tnaifinludiu
Configuration file 1ialtf Apache @4 log (¥l combined) g syslog M facility local2 1y uily

Ina /etc/apache/apache.conf

CustomLog "|/usr/bin/logger -p local2.info" combined

915144 log 999 Apache a3 syslog n18lulAToIdILee ka2 Tud1uves /etc/rsyslog.conf

Winludiuwes local2 wods log 1UEY syslog server Ay

auth,authpriv,daemon,cron,local2.info @®[2001:db8:x::5]:514

6.5.2 Vsftpd (FTP Server)

A5 vsftpd AasvinaesdIu Uiy A9l

1%
P

1. Tu Configuration file 94 vsftpd (/etc/vsftpd/vsftpd.conf) T Anussviail

syslog enable=YES

Vsftpd 92911n15LAU log @9 syslog Liin waz log Hazlueglu /var/log/messages A
facility “ftp” @ log shufilu xferlog Nagdafveginiiowdn au Config Msinualy iedus

LWNEIUUDY syslog LT3N

2. Tu /etc/syslog.conf Aasnsesaiuaes facility ftp @sluds log server

auth,authpriv,daemon,cron,ftp.info @@[2001:db8:x::5]:514
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wiglsddean1stiAu log Jaslusamululvg /var/log/messages Bdiouriu TuAlusiail

* info;mail.none;authpriv.none;cron.none;ftp.none /var/log/messages

6.5.3 Software Daemon du¢)
Software Daemon 8u? d@ulnajaiunsada log as syslog agua  igaus Config Lilay

(%

1% syslogd Tou log 1Uds log server mﬁ

Named (Bind) - 14 facility daemon w84 syslog aslugs syslog server

auth,authpriv,daemon,cron.info @@[2001:db8:x::5]:514

Sendmail,postfix — 14 facility mail ves syslog a@sluds syslog server

auth,authpriv,daemon,mail,cron.info @@[2001:db8:x::5]:514

ntpd (Network Time daemon) 14 facility 98¢ daemon @sluds syslog server

auth,authpriv,daemon,cron.info @@[2001:db8:x::5]:514

6.6 N1INAFU

nsnaaeuLUBRueIeAde loggen MU software syslog-ng BEUAT

FULUUAES

loggen -6 -S -i -s [size(byte)] -r [rate] -l [interval] ::1 514

AU U

loggen -6 -S -i -5 200 -r 10 -1 10 ::1 514

ALY Ao LJun1sds Log fae IPv6 protocol WuU Streaming, Inet family A2
1A 200 Byte 31357 10 logs @BRUNTl saeszaztian 10 Ju? LU IPv6 1aSeadales 7
port 514

NANISSUTLANINUND

root@ubuntu-log:~# loggen -6 -S -i -s 200 -r 10 -| 10 ::1 514
average rate = 10.78 msg/sec, count=108, time=10.019, (average) msg size=200,

bandwidth=2.10 kB/sec
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Nan153nAY Log vzdeud1luad File Tu Directory anuilis1ss Macro 71 Config file 194131

gyl AalnadTuun

/data/\og/::1/2015/05/01/::1-auth-2015-05-01.log

o
s v

Fetilomlulassdl

May 01 23:57:41 ::1 prg00000[1234]: seq: 0000000075, thread: 0000, runid: 143231
3855, stamp: 2015-05-22T23:57:41
PADDPADDPADDPADDPADDPADDPADDPADDPADDPADDPADDPAD
DPADDPADDPADDPADDPADDPADD

May 01 23:57:42 ::1 prg00000[1234]: seq: 0000000076, thread: 0000, runid: 143231
3855, stamp: 2015-05-22T23:57:42
PADDPADDPADDPADDPADDPADDPADDPADDPADDPADDPADDPAD
DPADDPADDPADDPADDPADDPADD

6.6.1 §79819N15NAFUSU Authentication Log 19U SSH Service

A o I ] ° =t
NLATBD GIUVI’NVILUUZ\JIE‘N Log NMAUANITEINIU

auth,authpriv.* @@[2001:db8:x::5]:514

LﬁaﬁLmﬂﬁai 15 Login 191118 Server LASesll azilnnsds log 1 Log server 1P
2001:db8:x::5 vlwillwdAeTulY Directory 1 “/data/log/2001:db8:x::3/2015/05/01” fio
® 2001:db8:x::3-auth-2015-05-01.log
® 2001:db8:x::3-authpriv-2015-05-01.log

Tneiliannelnu Service Miglunis Authentication Tusiag19tiunaintuswnsy SSH

May 01 03:21:10 2001:db8:x::3 sshd[8305]: Accepted password for mon from 2001
:db8:x::2 port 59744 ssh2
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6.6.2 §79819N15NAEUSU Daemon Log LU DNS Server

d' d' £ A & Y1 [J 1
LATDY AUNNLUUNES Log NMVUANITAINIU

Y

daemon.* @®@[2001:db8:x::5]:514

2

o iliduw Log Server ¢l message ﬁgﬂﬁamtfdﬂulwe?ﬁ AR89
File: /data/log/2001:db8:x::3/2015/05/01/2001:db8:x::3-daemon-2015-05-01.log

May 01 03:21:23 2001:db8:x::3 named[8462]: BIND 9 is maintained by Internet S
ystems Consortium,

May 01 03:21:23 2001:db8:x::3 named[8462]: Inc. (ISC), a non-profit 501(c)(3)
public-benefit

May 01 03:21:23 2001:db8:x::3 named[8462]: corporation. Support and training
for BIND 9 are

May 01 03:21:23 2001:db8:x::3 named[8462]: available at https://www.isc.org/s
upport
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U 7 Mail Server

7.1 anuduasngeiiieidas
u

Mail Server ApiA3asnanfianoiiviminiliuinisiu ds uay daifiu email vosynnande
24An3 1ag mail server aunsanslii {1UTN15 ISP (19U hotmail.com, gmail.com “1a<) n3alu
DIANTVDIF LY

N155U8e e-mail azUsznaumig 2 d@unieiume

1) Mail Server

2) Mail Client
® ANWAIZNITVINY
fédudlefosnisazds email axldin3eaiionnsq laidrazidu application (IfuA outlook,
thunderbird 1a+1) %38 web browser @a38ni1 mail client Tunisdsteoya email wazdluds
mail server Litals mail server ¥1n15d3 mail daluds mail server Uanenae 1o mail server
hotmail &3 email TU8s mail server gmail Judy wardmsunisenu email Aluiy mail client v
Huintasdiofivielviglvgiu email Tu mail server 16 Gsnszuaunisiianuniiazil DNS Server LHush

44' v . ) . a v
auarively email lUgs mail server Mignies

t Send Email =i

Mail client: Mail server source: Mail server destination: Mail client:

- Thunderbird - postfix - postfix - Thunderbird
- Qutlook - dovecot - dovecot - Outlook

- Web browser - Web browser

UM 7.1 78nN15¥19ue9 Mail Server

Protocol Aetafmun Mldiileilumnsgiu dmdunisdearsszning inietisneniianes
dm3u mail server Afl protocol ﬁiﬁfj’ﬁﬁULLaz@LLamjuﬁu lauA SMTP, pop3, imap
O SMTP (Simple Mail Transfer Protocol) A® protocol ﬁLﬁuN’lmig’luwﬁﬂiumﬁU /
a1 email TuszuuAsotie
O pop3 (Post Office Protocol) A protocol Palunsia email 9711 mail server Lﬁa
mail client 11874 email protocol pop3 az¥11n15d9 email TUgs mail client
uazau email Miogflu mail server aen
O imap (Internet Message Access Protocol) fie protocol 7l mail client Wlugnu

email Tu mailbox Tu mail server laglailafia email ponundaasarldm
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A15d4 / N155U / 11597U Email

-

Read/
Delete

User Send

Company A

\.

POP/IMAP
» Server

User
Mailbox

(E-mail Client) \ I

\

F

J

POP/IMAP
Server
\Readf
Delete
User
Mailbox

o ¥

Send User
(E-mail Client)

Company B

J/

UM 7.2 m1sds / 11530 / 1139714 Email

Mail Exchange (MX)

Mail Exchange A® n5gUAUN159849 DNS Server ludiauvos MX Record agtudaueani
email 9zgndaluds mail server Uanensdalunu lag SMTP ¥es mail server fun199gns19a0yu MX
vaslauiidesnsazddluain DNS Lileds email TUfs mail server mudl MX Record gyl

(%
1Y

MeE1eY faen1sds email WETuUaten1eie thong@ipvé.testbed.local Agiivuneu

ANSVINUNIH

O

970 user @4 mail 1Ufe mail server
mail server AUNIILATIVEDU MX 09 DNS zone “ipvé.testbed.local”

DNS 2gmUNaUN1I1 MX 984 mail server Uanen1stia “mail.ipvé.testbed.local”

o O O

LagInUgLeY IP address 989 mail.ipvé.testbed.local Tindu IPv6 fe
“2001:db8:x::9”

mail server AuN9 azAnsaLiads email lUguaTaaUa e auneway IPv6 9196
1A509 mail.ipvé.testbed.local 9211 email Tuinaslu mailbox w84 user thong Tu
a

an

AN115075739@0U MX 910 DNS server mgandd host -t mx <domain>

# host -t mx ipvé6.testbed.local
ipvé6.testbed.local mail is handled (pri=1) by mail.ipvé.testbed.local

Fregneduey
#host -t mx cnn.com
cnn.com mail is handled (pri=10) by mail.tuner.com

cnn.com mail is handled (pri=30) by alfw2.tuner.com
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7.2 nsRnge USUUAY LAZNASBUSTUU mail server Uy Ubuntu 14.04
Application L‘ﬁa\iﬁu

® postfix (SMTP Mail Server)

® dovecot (POP/IMAP Server)

® thunderbird (Mail Client)

® Outlook (Mail Client)

7.2.1  UABUNISANAY LazUSULAY
N15AAAY postfix ey dovecot

1. fnne Mail Server Taaldanas

# apt-get -y install postfix dovecot-core dovecot-imapd dovecot-pop3d

Wefnaelaazdl configuration file MNBITBIAH

/etc/postfix/main.cf

/etc/dovecot/dovecot.conf

2. File main.cf

=b

main.cf Wu file 714 config parameter ¢1199 V03lUTWATY postfix lnsazdl parameter

[

o w &
dAeye) pall

myhostname dmunde host 183 mail server

alias_maps $adls file aliases 7ildfvunde user vide file user group mail
alias_database §adls file aliases.db Algannsldmas newaliases

myorigin Thmuatevestamuilalunisds mail

mydestination svuniasesiifosimthfiduvarenisves domain exlstha
relayhost Juns relay mail TUl server Sudaunu

mynetworks ﬂa:mammaLasulaﬁﬁ'ﬁuaaﬂﬁaaﬂgiﬂwuaﬂ V38 Relaying T
mailbox_size_limit  AMUATUIAYBY mailbox VYN user il byte
inet_interfaces Interface Ts19zfmualy postfix tuvhaudae

inet_protocols Amuale 3 A1 “ipvd, ipve, all”

'
o

Avisndusasldndngdudusiuusn@e inet_protocols, myhostname, myorigin,

mydestination
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ADY19NSAIAIVBY IPVE mail testbed

inet_protocols ipv6
AMUUAI1 mail server 1ATBILTBSUNSHOURDANN Mail server A28 IPV6 Wity

oI sty dual stack Tduumdu “all” 2595Uis IPv4 wag IPV6)

myhostname mail.ipvé.testbed.local

WBANMUATD host B4 mail server LASBIN

myorigin ipvé6.testbed.local

MUUATIIE mail eonTUeNMlAUYBLATENN Ao @ipvé.testbed.local

mydestination ipvé6.testbed.local

MUUALASU email Ndanilamuil @ipvé.testbed.local ity

3. File dovecot.conf
d1msuninuan1a1eg ity imap, pop server @1%5UN159ANTS mail box U89 user {WIU

email client (MS Outlook, Mozilla thunderbird, Mac Mail, “a%)  @Jufidn iyja’n/i’%'umit,%awia

5%9174 Client AU Server WU IPv6 A9 parameter “listen”

listen = *,

A o

* @SU connection WY IPV4 interface 7N interface

= ABSU connection WU IPV6 interface VA interface

1 listen = * 25U connection 10 client MU IPv4 ag1a1Rien

LU
1 listen = :: 923U connection 270 client MU IPv6 ae13LRen

Tunsaindasnisvindu Dual stack fviuanIuA default A listen = *,::

7.3  N1INAEdUIYUU Mail Server

7.3.1  VIAEDUNITYINNIUVDY postfix

SUATVINIUVRY postfix Laeldrnds

# /etc/init.d/postfix start
30

# service postfix start
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postfix auazhnuegneliiiowmss (daemon) ansansiaaeulalaglynds

# ps -ef | grep postfix

root 10338 1 0 May20 ? 00:00:00 /usr/lib/postfix/master
postfix 10340 10338 0 May20 ? 00:00:00 gmer -l -t unix -u
postfix 10343 10338 0 May20 ? 00:00:00 tlsmegr -l -t unix -u -c
postfix 15470 10338 0 09:19 ? 00:00:00 pickup -l -t unix -u -c

d' o LR a P o N ' ' YR
18 daemon YNUsINUAZLUN port 25 WBI85UNSIWaNADLUNITUREY email AITULST

a1usagladn port 25 Wavhauivesesumsieusio (LISTEN) niselilagldends

# netstat -tan

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0  00.0.0.0:25 0.0.0.0:* LISTEN
tcp6 0 0 ::25 ¥ LISTEN

NSNAABUAIEANET Telnet W9 port 25 Lieds email

# telnet 2001:db8:x::9 25

Trying 2001:db8:x::9...

Connected to 2001:db8:x::9.

Escape character is 'A]'.

220 mail.ipvé.testbed.local ESMTP Postfix (Ubuntu)
mail from:thong@ipvé.testbed.local

250 2.1.0 Ok

rcpt to:user@gmail.com

250 2.1.5 Ok

data

354 End data with <CR><LF>.<CR><LF>

Test send mail to gmail

250 2.0.0 Ok: queued as BEBD94013E
quit
221 2.0.0 Bye

Connection closed by foreign host.
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7.3.2 VINEBUNISNI9IUVEY dovecot

LSUNNSYN9UVBY dovecot taglyAnas

# service dovecot start

o dovecot visulunmaz protocol ala port Nudag protocol Foslaeu IMAP TH3u

port 110 @1 POP3 e port 143 anunsansiaaeulilagldemas

# netstat -tan

Proto Recv-Q Send-Q Local Address
tcp 0 0 0.0.0.0:110

tcp 0 0 0.0.0.0:143
tcpb 0 0::110
tcp6 0 0::143

Active Internet connections (servers and established)

Foreign Address State

LISTEN

LISTEN
LISTEN
LISTEN

NAdaUNSIWoNsD telnet 1W1lUN port vosusag protocol

IMAP
# telnet 2001:db8:x::9 110
Trying 2001:db8:x::9...
Connected to 2001:db8:x::9.
Escape character is 'A]'.
+OK Dovecot (Ubuntu) ready.
user thong
+0OK
Dass FxxmRRRRRRRR
+OK Logged in.
quit
+OK Logging out.

Connection closed by foreign host.

POP3
# telnet 2001:db8:x::9 143
Trying 2001:db8:x::9...
Connected to 2001:db8:x::9.
Escape character is 'AJ'.
* OK [CAPABILITY IMAP4rev1 LITERAL+ SASL-IR
LOGIN-REFERRALS ID ENABLE IDLE STARTTLS
AUTH=PLAIN] Dovecot (Ubuntu) ready.
1 logout
* BYE Logging out
1 OK Logout completed.

Connection closed by foreign host.
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74 YupaunisuFuuss Mail Client Tngldlusunsy thunderbird V.31.5.0

1. @anT File -> New -> Mail Account...

—/ < nattanak@nectec.or.th \

Edit View Go Message Tools Help

New » Message Ctrl+N Rep
Open Saved Message... Folder...
Close Ctrl+W Saved Search... .I
al
Save As » Get a New Mail Account...
Get New Messages for » Existing Mail Account... 1
Send Unsent Messages Chat Account...
Shbsc e Feed Account... =
Other Accounts...
Delete Folder
Reharme Folder: P Address Book Contact...
Compact Folders Chat Contact.. e
Empty Deleted
Offline » l Accounts
Page Setup... 3 s :
5 .gt . '_p ﬁ’; View settings for thi
rint Preview ‘
Print... Ctrl+P —
= Create a new accou
Exit
S Email ™) Chat

E‘Uﬁ 7.3 nnseaen Mail Account #78 thunderbird

2. PAndl “Skip this and use my existing email”

[~ Y
Welcome to Thunderbird i o o

Would you like a new email address?

‘ Your name, or nickname Search

i In partnership with several providers, Thunderbird can offer you a new email account. Just fill in
your first and last name, or any other words you'd like, in the fields above to get started.

gandi.net

The search terms used are sent to Mozilla (Privacy Policy) and to 3rd party email providers
gandi.net (Privacy Policy, Terms of Service) to find available email addresses.

| Skip this and use my existing email ‘ ’ | think I'll configure my account later.

gﬂﬁ 7.4 miéfﬂm Mail Account a8 thunderbird (1)
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3. Usnguieing Mail Account Setup lnglvildtoyalutes “Your name”, “Email address”

nUUAFNAYL “Continue”

Mail Account Setup @

Your pame:  thong Your name, as shown to others

Email address:  hong@ipvh.testbed.local
Password:  Pazzword

Remember password

[ore ] [ee |

gﬂ‘ﬁl 7.5 mi(g?ﬂﬂ'ﬂ Mail Account #28 thunderbird (2)

4. wawnsaiden protocol Mildeu email 31aziduwuu IMAP / POP3 antiulindndivu

“Done”

Mail Account Setup &J

Your name:  thong Your name, as shown to others

Email address:  hong@ipvé.testbed.local
Password:  Password

Remember password

Configuration found in Mezilla ISP database

@ IMAP (remote folders) () POP3 (keep mail on your computer)

Incoming: IMAP, imap.googlemail.com, 551
Outgeing:  SMTP, smtp.googlemail.com, SSL

Username:  thong@google.com

lﬁeta newaccount] lManuaI configl l Done ] l Cancel ]

gﬂ‘ﬁ 7.6 N15%9A1 Mail Account ¢3¢ thunderbird (3)
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5. aUsng¥e Email Nlideusnaiuuies 9ntuliviins add subscribe Lialviliiu personal

folder Miumaz user laas1ald TnoAanwa9 user@ipvé.testbed.local -> Subscribe...

File Edit View Go Message Tools Help
.!’.GetMessages v & Write -Chat ‘AddressBook | 4 |

b L RIS : * @  Subject

R - s e Re: test send mail
SRR RN
4| thong@mict.ipvb.nectec.or.th
‘ Get Messages
# Inbox .
e Open in New Tab
| Deleted ) )
= Open in New Window
|| Drafts
- Search Messages...
» B Local Folders
o Subscribe...
6
New Folder...
Settings

On Wed, May 20, 2015
test send mail

E‘U‘ﬁl 7.7 mi(g?ﬂﬂ'ﬂ Mail Account #28 thunderbird (4)

6. wUTINGWTEN Subscribe wagliiden folder iaanislutes “Select the folders to

subscribe to” antduaanyu “OK”

Folder List |

Select the folders to subscribe to:
|\ Drafts
|, INBOX
|, Trash

Subscribe

Unsubscribe

& & &

Refresh

Stop

| ok || concel |

gﬂﬁ 7.8 N1999A1 Mail Account A thunderbird (5)
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mailto:user@mict.ipv6.nectec.or.th

#iUa% 8 Firewall

8.1 anuiuasngeiinneidas
u

' [

l$a9ad (Bengu: firewall; @nvidayeld Auiuyngn) Aewenduisnieaniauislussuy

e

P s & A I3 A D I3 s & o o =
\ASeY1Y FandsuIeEsaLIsTusEuuSaT e IveslniieadAnidufiinsesteyadeasingnis
Amuanguazszideuudeduldlagianiziseanain1sguaseuuin3alnelagauianal AveIns
UFuusitonvdsnarilvlisieadiivednivaztludanmenvainislasnssudeyaneauiinnesl

TudagduimslaufinIevigvemuisauang ldussasdniuduegninliiasevigiin

nsldauldlanseldaulddlaiaisaldusmaunglened nnelumitsnunsousnmiisauls

! = o & Y a o . A o A Yy ) v Y
mgnuiadianudndudesiiang Firewall litasShwasevnglvdanulasadouazaiunsaldauls
GIRNRINRR

ViTeE Firewall software [hide]
Application firewall - Context-based access control + Personal firewall - Stateful firewall « Unified threat management - Virtual firewall

ipchains - Netfilter (L7-filter - NUFW - ipset - iptables) - nftables - FireHOL - Firestarter - Shorewall «
Linux Uncomplicated Firewall - MoBlock « Privoxy « Squid

Distros  SmocthWall - IPCop - IPFire - OpenWrt « Zeroshell - Untangle
Apps PF - NPF - ipfirewall - IPFilter
Distros  MOnOwall - piSense
05X NelBarrier X4 - VirusBarrier X6 - PeerGuardian - Little Snitch

Avira + Check Point Integrity - Comodo Internet Security - Glasswire - Jetico Personal Firewall «

Kaspersky Internet Security - McAiee Personal Firewall Plus

Microsoft Forefront Threat Management Gateway + Norton 360 + Norton Personal Firewall -

Morton Internet Security « Online Armor Personal Firewall - Outpost Firewall Pro «

Windows PC Tools Internet Security - Symantec Endpoint Protection - Windows Firewall -+ Windows Live OneCare
+ WinGate - WinRoute - ZoneAlarm

Commercial

Comodo Internet Security - Glasswire - Online Armor Personal Firewall - PC Tools Internet Security -
ZoneAlarm

Freeware

Open-source  PeerBlock - PeerGuardian

Appliances  Novell BorderManager « Vyatta - ZoneAlarm Z100G - Zorp firewall

Comparison of firewalls - List of router or firewall distributions

U 8.1 dayaiuuiieu Firewall vadusiazszuuuumnis

Y

€aN
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N1SAMUANS VY IPV4/IPv6

IPv4 Policy
Rule Source
1 Any-IPv4
2 Any-IPv4
IPv6 Policy
Rule Source
1 Any-IPv6
2 Any-IPv6

Destination

V4-Host-1

Any-IPv4

Destination

\V&-Host-1

Any-IPvé

Protocol

HTTP

Any

Protocol
HTTP

Any

Action

Permit

Deny

Action

Permit

Deny

gﬂ‘ﬁ 8.2 MIAMUANSYDY IPVA/IPV6

sUwuunsldanu

Router

IDS/IPS

Firewall

-0 -]
S

Users

U1 83 gUnuunsldaru Firewall

8.2 NISANAY

8.2.1 ipé6tables

TUsunsy ipétables WWulusunsuiilidmsudadiu port v Linux 193U 1Pv6

I3
ANTLYA rules

Ssudo ip6tables -nvL

ALY rules

Ssudo ip6tables -I INPUT -p tcp --dport 80 -j REJECT
Ssudo ip6tables -I INPUT -p icmp -j DROP
Ssudo ip6tables -I INPUT -p tcp --dport 25 -j ACCEPT
Ssudo ip6tables -A INPUT -j REJECT
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N138Y rules
Ssudo ip6tables -D INPUT 1 ; U rules 7i1
Ssudo ip6tables -D INPUT -p icmp -j DROP ; @U rules block icmp

8.2.2 fwsnort
WieLinngnNvIuYes Firewall  TUswnsy Fwsnort 10U Firewall Opensource 71513
Anasuazldanulden waziianudasndelunisldnulagldaiv ipstables Tun1stanisindsuay

TUAUSN159N9lULAT RV 8V

NISONLAN package

Ssudo apt-get update
nsRARIUsLATA fwsnort

Ssudo apt-get install fwsnort
MARGIS AN rules

Ssudo fwsnort -6 --update-rules
N15UTULAS fwsnort

$sudo vi /etc/fwsnort/fwsnort.conf

HOME_NET 2001:db8:x::/48;
UPDATE_RULES URL http://rules.emergingthreats.net/open/snort-2.9.0/emerging-
all.rules;

N3AARY rules wWUUsEY rules

Ssudo fwsnort --include-type backdoor,ddos,web-attacks

nsanga rules WUy fvsnort
Scd /etc/fwsnort/snort-rules
Sts
Ssudo fwsnort -6 --update

$sudo fwsnort -6
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[+] Testing /sbin/ip6tables for supported capabilities...

Snort Rules File Success Fail Total

[+] emerging-all.rules 10026 5726 15752
[+] scan.rules 13 5 18
[+] web-attacks.rules 46 0 46

10085 5731 15816
[+] Generated ip6tables rules for 10085 out of 15816 signatures: 63.76%

[+] Logfile: /var/log/fwsnort/fwsnort.log
[+] ip6tables script (individual commands): /var/lib/fwsnort/fwsnort_iptcmds.sh

Main fwsnort ip6tables-save file: /var/lib/fwsnort/fwsnort.save

You can instantiate the fwsnort policy with the following command:

/sbin/ip6tables-restore < /var/lib/fwsnort/fwsnort.save

Or just execute: /var/lib/fwsnort/fwsnort.sh

8.3 ni1madau

64 bytes from 2001:db8:x:
64 bytes from 2001:db8:x:
64 bytes from 2001:db8:x:
64 bytes from 2001:db8:x:
64 bytes from 2001:db8:x::7: icmp_seq=32 ttl=64 time=0.331 ms — Reject icmpv6

From 2001:db8:x::7 icnp_seq=34 Destination unreachable: Port unreachable

7:icmp_seq=19 ttl=64 time=0.339 ms

7:icmp_seqg=20 ttl=64 time=0.432 ms - drop icmpvé
7:icmp_seqg=30 ttl=64 time=0.309 ms

7:icmp_seqg=31 ttl=64 time=0.358 ms

From 2001:db8:x::7 icnp_seq=35 Destination unreachable: Port unreachable

From 2001:db8:x::7 icnp_seq=36 Destination unreachable: Port unreachable

AC

- 2001:db8:x::7 ping statistics -

36 packets transmitted, 13 received, +4 errors, 63% packet loss, time 35093ms
rtt min/ave/max/mdev = 0.295/0.348/0.432/0.036 ms

NAGWSLAAINTS DROP tag REJECT port icmpv6

Chain INPUT (policy ACCEPT 55 packets, 5256 bytes)
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pkts bytes target  prot optin  out  source destination

chable
0 0 DROP icmp ¥ * /0 /0
1430 134K FWSNORT INPUT all lo * /0 /0

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target  prot optin  out  source destination
5 520 FWSNORT _FORWARD all lo * /0 /0

Chain OUTPUT (policy ACCEPT 32 packets, 4000 bytes)
pkts bytes target  prot optin  out  source destination

1190 286K FWSNORT OUTPUT all * lo /0 /0

Chain FWSNORT FORWARD (1 references)

pkts bytes target  prot optin  out  source destination

0  OFWSNORT FORWARD ESTAB tcp * % /0 /0 ctstate
ESTABLISH
ED

0 0LOG udp  * % /0 /0 udp STRING match "|535353535

343534353ffd06668|" ALGO name bm TO 65535 STRING match "|665389e19568a41a|" ALGO name bm
FROM 55 TO 65535 /* sid:2009
285; msg:ET SHELLCODE Bindshell2 Decoder Shellcode (UDP); classtype:shellcode-detect;
reference:url,doc.emergingthreat
5.net/2009285; rev:2; FWS:1.6.3; */ LOG flags 4 level 4 prefix "[1] SID2009285 "

0 0LOG udp * ¥ ::/0 /0 udp STRING match "|000002030

87 TO 65535 /* sid:2000335;
msg:ET P2P Overnet (Edonkey) Server Announce; classtype:policy-violation;

reference:url,www.overnet.com; rev:9; FWS:1

14 1376 REJECT  icmpv6  * * /0 /0 reject-with icmpé6-port-unrea

06c6f63|" ALGO name bm FROM 78 TO 65535 STRING match "|006263703a2f2f]" ALGO name bm FROM

HAAWSILARY rules U84 ip6tables Way snort
v a
914999

1. http://th.wikipedia.org/wiki/lns10aa

http://itfanatic.com/?g=node/61

https://www.snort.org

http://cipherdyne.org/fwsnort

http://pubpages.unh.edu/~stk/IPv6/ip6tables.html

A

http.//ifzenelse.net/en/secure-your-centos-linux-server-prevent-attacks-iptables-and-fwsnort
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http://cipherdyne.org/fwsnort
http://pubpages.unh.edu/~stk/IPv6/ip6tables.html
http://ifzenelse.net/en/secure-your-centos-linux-server-prevent-attacks-iptables-and-fwsnort

o

Wadan 9 szuuasIvduuazdasiugduinluasatng IDS/IPS

9
9.1  anuiuasngeiiniedas
u

9.1.1 Intrusion Detection System (IDS)
IDS w3BszUUATIITUNISYUNINTUATeslad nsuNsSnwAuUaenieBnUssunmuileily

AMTUNTIINTIIIUANUNIEUNILYNINIATEVEIAY ST UUILUILAB UL AL TTUURINITUNINNTE

'
a

finswenenunazungniasevie e 10S dulilyssuuililestunisynsnusidussuuiinesudafion

(%
[y [ 4

Y a Y A Y gy A Aa a & o o
AYNIUUNRUNIUANUDY IDS ﬂ@LLQQLG\@Uﬂ'ﬁLGU'ﬂGULV’ﬁ@sU']EJ‘V]NWUfW’] I@EJTJ?%L@U&'W’\IQJJF’]@ Lﬁﬂﬂqﬁmﬂlﬁ

D

Aedsidedninung dedunisly IDS Wuhtuegiuiteglsnasudadeulinsuansiusgivaniizues

Y

[y

szuulurmrduligmegnanisves IDS Aounsit DS luansansadunisynanld uasdmniidoy
fanves IDS Fo asdwlnguds DS luanmsadeafunmsynsnldlaeviuiivieuuuiFealny Wy s
TauAKUU DoS (Denial of Services) %38 DDos (Distributed Denial of Services) ﬁ]’m“fjiy}mmdﬁﬁl
FafimsAndumeluladlyaituaniFendt IPS (ntrusion Prevention System) &sanansansandunisyn
snuaznganisyngnldegeiuiiaiesilednegrvilitnldsuiu 10s/PS lunmsdndunisyninde

guiliien (Honey pot) wsaitmuneais

9.1.2 Intrusion Prevention System (IPS)
IPS TugAusniunisvganisyninyibalaenisdadeyaios TCP Reset Livadanisiulgatuil
Anaslunisyngn wieeraasdiluiasuudasnglulvsisaduuudnlud® Jaunenseienain
a 1% = 9 1% =S~ = 1% a
ANURanaInld  winiin1suuusal IPS aa1adu Geanunsaiseuiimatanisinessuulugliuy
i Y = ] 1A £ Y o« ° ad a 5%
#1197 laeehsaeiden IPS sulndiifinnuaaiauinduiiy dnsdunalulagtugadunisiinsg ideya

1 Neural Network tag Fuzzy Logic Fsazvilwantgminisuasifsunianatnaslulasgiaunn

NANN1991191U4Y4 IPS

wannvauves IPS axldndnn1siienin “Inline” wiofiSenin “Gateway IDS” Ffife
N5 IPS 1°LJﬁgmmwmé’umamidﬁaaﬂa Tnglidosinismuuanunesavlefliiu IPS uatlymn
Ao e IPS Aaude i1 IPS Tanmnsauneniadaedld AagvinliAndymlunsiu-dadayasening
Fumsfudatenis  maeaaui IPS dadwlaiin nsudenudiniad IPS Anindunisyngn usadeq

[d ¥ [ a a ! [y
LUUﬂ'l'ﬂ‘Uﬂ'mﬁﬁ'ﬁllﬂ']ﬂ'ﬂ%Lﬂﬂﬁiy)W’]@ﬂL%Uﬂu
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9.1.3 wWnu1waas (Honey Pot)

Honey Pot w3awtmuneans fide Hodlus (Vulnerability) Misudeslifiuuadeadsniies
diemdliusmnafidiunaiyszuu Tnesadldszuusuiiften Wedndunisimizssuuvesusnnes v
THannsnideusisnaaigssuureusanesegsazidon Snvasannsodumdusainasle
Aouflvzianzszuuaswenst tnsduiifonazldninuaiuise “Stealth Logeing” vosszuulunis

[ d‘

Juinuangruiielglunisduduusaines
windudiien eV lmsleAn®INISI1E T2 UUTRaANDS SudsauTansTulTanse
A5ule LArININIIPBNRUUSEUULTMLNea9 kiR AzvinlrlaanasaunsalyseuutdInueaIenisn

A lUlgeneseuvvesnududni

9.1.4 viludasil IDS/IPS
Hesanndeananaindumesidawaziasevisneuiiunesiutagiuegluszduniain ns
Ansidlnsiead sgrufemdiiiieans 10S/PS Fududsdnluniazdeadlussuunmsinwanulaonsy

lursernevaamnesins Aeluifomenaniviludesdissuu IDS/IPS
A g A4 A o o = P = N g v aa
o ialumseledmiunisavaiumyanaiiland ynin vseldsruulumsiitn

® LianTITUANNNEIEINNITYNINLATEUBRAr TR s iuNauazinnNTTlauRase

aa a

4{' < [y N =) a o ¥ a ¢ o PN
o L‘WEJLﬂ‘UﬁﬂG]Lﬂ?J']ﬂUﬂ’J’]iJWEJ’]EJ’]ﬂJ‘VI“LJﬂEﬂ‘ViiEJI’*i]lIG]LL@%UW‘?JEJ%@VL‘U’JLﬂi’m‘lﬁﬂﬂﬂﬂﬂ’m‘w

91998LNATUNUDIANTbH

P [~ P = [ a a [ [y [ v A
o aueiaadialunisinuseansamlunisdesiuievesseuunissnenanulasniuduy

wu Wsead Wudu

AN519N 9.1 UpAwarUBLAyUDY Suricata kay Snort

Parameter Suricata Snort
IPS feature optional while compiling Snort_inline or snort used with
(--enable-nfqueue) -Q option
Rules ® VRT:Snort rules ® VRT:Snort rules
® EmergingThreats rules ® SO rules

® EmergingThreats rules

Threads Multi-thread Single-thread
Ease of install Not available from packages. Manual | Relatively straightforward. Installation
installation. also available from packages.
Documentation Few resources on the Internet Well documented on the

official website and over the Internet

Event logging Flat file, database, unified2 logs for barnyard

IPv6 support Fully supported Supported when compiled with --

enable-ipv6 option.

Capture accelerators PF RING, packet capture accelerator None, use of libpcap
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http://www.aldeid.com/wiki/Snort_inline
http://www.aldeid.com/wiki/Snort

AN5199 9.1 TpAwarUBLAYUBY Suricata kay Snort (A1)

Parameter Suricata Snort

Configuration file suricata.yaml, classification.config, snort.conf, threshold.conf

reference.config, threshold.config

Offline analysis yes
(pcap file)
Frontends Seuil, Aanval, BASE, FPCGUI (Full Packet Capture GUI), Snortsnarf
9.2  N15AAAY IDS/IPS
n13AnAslUTINTY Suricata kag Snort wilgly IDS/IPS
—
a o0
, O
Router . Users
IDS/IPS Firewall
gﬂ‘ﬁ 9.1 gﬂLLUUﬂﬁL%@J@'@ IDS/IPS
9.2.1 n15ANAY Package Suricata
- $sudo apt-get update ; duTuUTuUse Package
- $sudo apt-cache search suricata ; @mFunn Package
- $sudo apt-get install suricata ; @nTUARGY Package
9.2.2 n15AdUNN Suricata

Ssudo cp /etc/suricata/suricata-debian.yaml /etc/suricata/suricata.yaml
: copy Wadegnslalulig config suricata

Ssudo nano /etc/suricata/suricata.yaml - wnlulndaauiin

default-log-dir: /var/log/suricata/

Ssudo /etc/init.d/suricata restart

Ssudo tail -f /var/log/suricata/stats.log : n539aUlNd log stat 9849 suricata

NSNS VB suricata

(%
a o

Ssudo apt-get install oinkmaster - AnE9lUSHATY oninkmaster

Ssudo nano /etc/oinkmaster.conf - wluled oninkmaster.conf
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http://www.aldeid.com/wiki/Suricata/Suricata-yaml-configuration-file

WL # vt rule Nlddaannsg

2.7.tar.gz
au # M0 rule NMBINIS

http://rules.emergingthreats.net/open/suricata/emerging.rules.tar.gz

# url = http://www.snort.org/pub-bin/oinkmaster.cgi/<oinkcode>/snortrules-snapshot-

- Ssudo mkdir /etc/suricata/rules - @5alnawas rules Juun

- Ssudo oinkmaster -C /etc/oinkmaster.conf -o /etc/suricata/rules

oninkmaster titethngaerluldlulwawmes rules
- Ssudo nano /etc/suricata/suricata.yaml

suricata.yaml

- SyulUswnsy

- wnbulng

default-rule-path: /etc/suricata/rules
rule-files:

- botcc.rules

- ciarmy.rules

- compromised.rules

- drop.rules

- dshield.rules

- emerging-activex.rules

- emerging-attack response.rules
- emerging-chat.rules

- emerging-current_events.rules
- emerging-dns.rules

- emerging-dos.rules

- emerging-exploit.rules

- emerging-ftp.rules

- emerging-games.rules

- emerging-icmp_info.rules

# - emerging-icmp.rules

- emerging-imap.rules

- emerging-inappropriate.rules

- emerging-malware.rules

- emerging-misc.rules

- emerging-mobile_malware.rules
- emerging-netbios.rules

- emerging-p2p.rules
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- emerging-policy.rules

- emerging-pop3.rules

- emerging-rpc.rules

- emerging-scada.rules

- emerging-scan.rules

- emerging-shellcode.rules

- emerging-smtp.rules

- emerging-snmp.rules

- emerging-sql.rules

- emerging-telnet.rules

- emerging-tftp.rules

- emerging-trojan.rules

- emerging-user_agents.rules

# - emerging-virus.rules

- emerging-voip.rules

- emerging-web client.rules

- emerging-web_server.rules

- emerging-web_specific_apps.rules

- emerging-worm.rules

# - rbn-malvertisers.rules

# - rbn.rules

- tor.rules

- decoder-events.rules # available in suricata sources under rules dir
- stream-events.rules # available in suricata sources under rules dir
- http-events.rules  # available in suricata sources under rules dir

- smtp-events.rules  # available in suricata sources under rules dir

classification-file: /etc/suricata/rules/classification.config

reference-config-file: /etc/suricata/rules/reference.config

address-groups:
HOME_NET: "[2001:db8:x::/48]"
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9.2.4 nssulaganlulAlaUalaAIaud

- Ssudo nano /etc/default/suricata/

RUN=yes

IFACE=eth0
SURCONF=/etc/suricata/suricata.yaml
LISTENMODE=nfqueue

NFQUEUE=1
- Ssudo service suricata restart : 1SUNSYIN9U service suricata Tyl
- 939 $sudo suricata -c /etc/suricata/suricata.yaml -q 0 ; ﬁm%“‘i] console #1138

20/5/2015 -- 09:17:22 - <Info> - This is Suricata version 1.4.7 RELEASE

20/5/2015 -- 09:17:22 - <Info> - CPUs/cores online: 1

20/5/2015 -- 09:17:22 - <Info> - Enabling fail-open on queue

20/5/2015 -- 09:17:22 - <Info> - NFQ running in standard ACCEPT/DROP mode

20/5/2015 -- 09:17:22 - <Info> - allocated 3670016 bytes of memory for the defrag hash... 65536
buckets of size 56

20/5/2015 -- 09:17:22 - <Info> - preallocated 65535 defrag trackers of size 144

20/5/2015 -- 09:17:22 - <Info> - defrag memory usage: 13107056 bytes, maximum: 33554432
20/5/2015 -- 09:17:22 - <Info> - AutoFP mode using default "Active Packets" flow load balancer
20/5/2015 -- 09:17:22 - <Info> - preallocated 1024 packets. Total memory 4360192

20/5/2015 -- 09:17:22 - <Info> - allocated 229376 bytes of memory for the host hash... 4096 buckets of
size 56

20/5/2015 -- 09:17:22 - <Info> - preallocated 1000 hosts of size 120

20/5/2015 -- 09:17:22 - <Info> - host memory usage: 349376 bytes, maximum: 16777216

20/5/2015 -- 09:17:22 - <Info> - allocated 3670016 bytes of memory for the flow hash... 65536 buckets
of size 56

20/5/2015 -- 09:17:22 - <Info> - preallocated 10000 flows of size 272

20/5/2015 -- 09:17:22 - <Info> - flow memory usage: 6390016 bytes, maximum: 33554432

20/5/2015 -- 09:17:22 - <Info> - IP reputation disabled

20/5/2015 -- 09:17:22 - <Info> - using magic-file /usr/share/file/magic

20/5/2015 -- 09:17:22 - <Info> - Delayed detect disabled

20/5/2015 -- 09:17:24 - <Info> - 46 rule files processed. 16481 rules successfully loaded, 0 rules failed
20/5/2015 -- 09:17:38 - <Info> - 16489 signatures processed. 953 are IP-only rules, 5960 are inspecting
packet payload, 12326 inspect application layer, 72 are decoder event only

20/5/2015 -- 09:17:38 - <Info> - building signature grouping structure, stage 1: adding signatures to
signature source addresses... complete

20/5/2015 -- 09:17:38 - <Info> - building signature grouping structure, stage 2: building source address
list... complete

20/5/2015 -- 09:17:38 - <Info> - building signature grouping structure, stage 3: building destination
address lists... complete

20/5/2015 -- 09:17:39 - <Warning> - [ERRCODE: SC_ERR_FOPEN(44)] - Error opening file:
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"/etc/suricata//threshold.config": No such file or directory

20/5/2015 -- 09:17:39 - <Info> - Core dump size set to unlimited.

20/5/2015 - 09:17:39 - <Info> - fast output device (regular) initialized: fast.log

20/5/2015 -- 09:17:39 - <Info> - Unified2-alert initialized: filename unified2.alert, limit 32 MB
20/5/2015 -- 09:17:39 - <Info> - http-log output device (regular) initialized: http.log
20/5/2015 -- 09:17:39 - <Info> - Fast log output initialized, filename: alert-pcapinfo.log
20/5/2015 -- 09:17:39 - <Info> - Using log dir /var/\og/suricata/

20/5/2015 -- 09:17:39 - <Info> - using normal logging

20/5/2015 -- 09:17:39 - <Info> - alert-debug output device (regular) initialized: alert-debug.log
20/5/2015 -- 09:17:39 - <Info> - Syslog output initialized

20/5/2015 -- 09:17:39 - <Info> - drop output device (regular) initialized: drop.log

20/5/2015 -- 09:17:39 - <Info> - binding this thread 0 to queue '0'

20/5/2015 -- 09:17:39 - <Info> - setting queue length to 4096

20/5/2015 -- 09:17:39 - <Info> - setting nfnl bufsize to 6144000

20/5/2015 -- 09:17:39 - <Info> - fail-open mode should be set on queue

20/5/2015 -- 09:17:39 - <Info> - stream "max-sessions": 262144

20/5/2015 -- 09:17:39 - <Info> - stream "prealloc-sessions": 32768

20/5/2015 -- 09:17:39 - <Info> - stream "memcap": 33554432

20/5/2015 -- 09:17:39 - <Info> - stream "midstream" session pickups: disabled

20/5/2015 -- 09:17:39 - <Info> - stream "async-oneside": disabled

20/5/2015 -- 09:17:39 - <Info> - stream "checksum-validation": enabled

20/5/2015 -- 09:17:39 - <Info> - stream."inline": enabled

20/5/2015 -- 09:17:39 - <Info> - stream.reassembly "memcap": 67108864

20/5/2015 -- 09:17:39 - <Info> - stream.reassembly "depth": 1048576

20/5/2015 -- 09:17:39 - <Info> - stream.reassembly "toserver-chunk-size": 2560

20/5/2015 -- 09:17:39 - <Info> - stream.reassembly "toclient-chunk-size": 2560

20/5/2015 -- 09:17:39 - <Info> - all 3 packet processing threads, 3 management threads initialized,

engine started.

set interface Iﬁagjslu mode promisc
Ssudo ifconfig ethO promisc
set ip6tables Iﬁagﬂu mode nfqueue
Ssudo ip6tables -I FORWARD -j NFQUEUE

9.3 n1snagaau IPS/IDS
4514 rules Liienaaeu alert

Ssudo vi /etc/suricata/rules/user.rules

alert ip any any -> any any (msg:"ICMP detected"; sid:2; rev:1;)
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Ssudo nmap -6 -p1-65535 -sV -sS -O localhost ; N5 scan port \fienadeu suricata

Ssudo tail -f /var/log/suricata/fast.log ;1 %¥Aa7n log Vel suricata

05/20/2015-09:17:40.275311 [**] [1:2:1] ICMP detected [**] [Classification: (null)] [Priority: 3]
{IPv6-ICMP} 2001:0db8:x:0000:0000:0000:0000:0007:128 ->
2404:6800:4001:0800:0000:0000:0000:1011:0

05/20/2015-09:20:54.847477 [**] [1:2:1] ICMP detected [**] [Classification: (null)] [Priority: 3]
{IPv6-ICMP} 2001:0db8:x:0000:0000:0000:0000:0007:128 ->
2001:0f00:1fff:0002:0000:0000:0000:0005:0

N13 dump packet ipvé

Ssudo tcpdump -i ethO -wv ip6

N158374 rules Lie drop packet

Ssudo vi /etc/suricata/rules/user.rules

drop ip any any -> any any (msg:"ICMP detected"; sid:2; rev:1;)

Sulusunsy suricata Ivsliiel9ivinn1s drop packet

sudo suricata -c /etc/suricata/suricata.yaml -g 0

7339d9UN fast.log V84 suricata

Ssudo tail -f /var/log/suricata/fast.log ;1A log VB4 suricata

05/20/2015-09:45:16.441312 [Drop] [**] [1:2:1] ICMP detected [**] [Classification: (null)]
[Priority: 3] {IPv6-ICMP} 2001:0db8:x:0000:0000:0000:0000:0007:128 ->
2404:6800:4001:0802:0000:0000:0000:1013:0

1 .https://sites.google.com/site/thanawateiei996/ids-ips

. http://www.aldeid.com/wiki/Suricata-vs-snort

. https://redmine.openinfosecfoundation.org/projects/suricata/wiki/Suricata Installation

. https://redmine.openinfosecfoundation.org/projects/suricata/wiki/Basic_Setup

https://www.howtoforge.com/how-to-set-up-an-ips-intrusion-prevention-system-on-fedora-17

. http://samiux.blogspot.com/2013/01/howto-suricata-on-ubuntu-1204-lts-server.html

~ o U R WD

. http://taosecurity.blogspot.com/2014/01/suricata-20beta2-as-ips-on-ubuntu-1204.html
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https://sites.google.com/site/thanawateiei996/ids-ips
http://www.aldeid.com/wiki/Suricata-vs-snort
https://redmine.openinfosecfoundation.org/projects/suricata/wiki/Suricata_Installation
https://redmine.openinfosecfoundation.org/projects/suricata/wiki/Basic_Setup
https://www.howtoforge.com/how-to-set-up-an-ips-intrusion-prevention-system-on-fedora-17
http://samiux.blogspot.com/2013/01/howto-suricata-on-ubuntu-1204-lts-server.html
http://taosecurity.blogspot.com/2014/01/suricata-20beta2-as-ips-on-ubuntu-1204.html

watadl 10 Proxy Server

v ad a v
10.1 ﬂ?WNELLﬁSVIQE{]VILﬂEJ'NIBQ

Proxy Server AptA30IADNNLADSNVNUTNATAUTNITAIE WNULATLEINIDI9399 TiRteY

Y

= o w

Tuduwesiile Jslinihndmsuiiudeyangliuinsiiientayaunandumesiin Ineriunie web
browser yinlgldusnsMenelufidesnsAumdeyaiugiuniigausenlduinigly awisanay

Sungdeyaainazeanitne Proxy Server lolaunss  lnglidasdosvedoyaandumesiiindsazaae

anUSinaueIn1sTevetayandla

TURBUNIINIUVBY Proxy Server HusuTuiladldfnsa web sever WU Proxy Server
\AseNREIINIsATIIdeUneuindiveyanyldioinisegluniotegudniold drdvlififazluisondeya
il wazdanulilueieaiionssliusnmsuigldnswioly  usvinwuingdl Proxy Server 9w
nInsIvdeUIleyanilegivuvasoyaiidenis Indianuviuaionseiunseld ddeyansaiuagyi
nsdstoyaiieglunIalUlidldviudl - widlainsaiu Proxy aglufadeyaainunastayaunlln
=t o (Y - [ o a s o & < ! 1 4 '
Fensvinuludnuaeiadeiunisiinues Cache lursuiiunes Tufeiluniwiuneuouse
sangduwesiln  laawlodiumanniesgnuiendouriu proxy astaelinnilvanlasinga

nund lunsdviudsnaniueedunnounds wszdeyainedigninulily proxy server

» www.google.com - 1st request —PgQ

www.krizna.com - 3rd request 4’

www.google.com
3 4— www.krizna.com - 2nd request Q
www.krizna.com |
www.| knzna .com - 1st request
Squld proxy Server Q

U7 10.1 %anN15¥IN91UU84 Proxy Server

10.2 gUuwuunslgau

n1511 Testbed 3o Server WlUldnuluiasevigaenals wansdanisitausa
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a o
St

Users

IDS/IPS Firewall Proxy

JU# 10.2 JUMUUNISIWBNRD Proxy

10.3 N15ANAY

10.3.1 ﬂ'J’]SJéI’ENﬂ"Ii"UE]\ﬁZU‘U
CPU: Intel(R) Core(TM) i5-4590 CPU @ 3.30GHz
RAM: 1024MB
HDD: 50GB
Required Software: squid

10.3.2 nSesBuAANSaNioUN1sARRA
Linux Ubuntu 14.04LTS
Ssudo apt-get update

Ssudo apt-get install build-essential bison autoconf

10.3.3 funauNIAnG
o nsinda squid proxy
$sudo apt-get install squid
Scd /etc/squid3/
Ssudo vi /etc/squid3/squid.conf

acl localnet src 2001:db8:x::/48

http_access allow localnet

Ssudo service squid3 restart

® A NSNAFDUNAINITARNA

Ssudo ps aux | grep squid

proxy 7801 0.0 1.9 113212 199127? Ss 14:22  0:00 /usr/sbin/squid3 -N -YC -f
/etc/squid3/squid.conf

proxy 7803 0.0 0.1 12672 10647 Ss 14:22 0:00 (logfile-daemon) /var/log/squid3/access.log
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Ssudo tail -f /var/log/squid3/cache.log

2015/05/20 14:22:36| Loaded Icons.

2015/05/20 14:22:36| HTCP Disabled.

2015/05/20 14:22:36| Pinger socket opened on FD 11

2015/05/20 14:22:36| Squid plugin modules loaded: 0

2015/05/20 14:22:36| Adaptation support is off.

2015/05/20 14:22:36| Accepting HTTP Socket connections at local=[:1:3128 remote=[::] FD 9 flags=9
2015/05/20 14:22:36| pinger: Initialising ICMP pinger ...

2015/05/20 14:22:36| pinger: ICMP socket opened.

2015/05/20 14:22:36| pinger: ICMPv6 socket opened

2015/05/20 14:22:37| storeLateRelease: released 0 objects

10.4 M3 Config \ia5095U IPv6

10.4.1 squid

59495V ipv6 uaqlidasusuniazls

Ssudo netstat -nlptu

tcpb 0

0::3128 ¥ LISTEN 7801/squid3

10.5 A5n15hgenu

(%
v v 1

waldeuln browser Tuiiegna firefox uaatluganas

o il
Q dum
B diam

A Tusun

0 anaufludmda
& LegtBIEEE R
f) Sync
& g

UG
wialy Mfandoya rentar Uiuju Tususes

- '
nmMmieude
2 - . - & i . b
warmadsuradunaiingss Firefox AaA...
& o >
dianiungnuayli

- a o o -

wagsdmivEow iy ledwily 350 MB CRR ]

Funumsianmsuaydn Tuid

riaunglii 350 MB

JUN 10.3 1aseldeutn brower lusitagng firefox wadnludasiaen

ANEN1TAUTUTEUUMIMEVEnBIRANSALITUN AdeUgUNSalAT 8 Y1Y
lasesnsdnnvsneitedis Ui sinnisuasaniiunuresguduszauanuuagUjuanig IPvé

a wa

81



AIAINISLTOUADNARIAT

sadmSandiadngiumadiin
lsifinsand
[0 ' o o - - 0] i A
Aumnsdarwianddmiuaioto Tnodn Tuld
ldnmsdarmIondeadssuy
- o A

O dwSandfinaipauie:
wiand HTTP : 2001 wasn : 3128

asmnniwsandidmiunn Twslneea

wian# SSL: wadn 02
wiond FTP: wadn 02
Toad SOCKS - Wasn 02

o SOCKS v4 SOCKS vb || Remote DNS
LifiwSangdmiu:
localhost, 127.0.0.1

f7887 : .mozilla.org, .net.th, 192.168.1.0/24

A1 URL dmsudadmSond Tnadn Tuslf:

\Son T
. - nr a g s - a T [ o a
lidasdudannundonsudmiumshigad draiadmlafunisiuiinuas

? nidn | L

1%
Y

JUN 104 ASAINSL0UABNARIAN

10.6 N1INAEIV

Ssudo tail -f /var/log/squid3/access.log

1432108238.013 620 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 3698 POST
http://ocsp.apple.com/ocsp04d-appleistca2g101 - HIER_DIRECT/2001:db8:x:x:ffff:0:1197:1c05

application/ocsp-response

1432108238.026 692 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 3698 POST
http://ocsp.apple.com/ocsp0d-appleistca2g101 - HIER _DIRECT/2001:db8:x:x:ffff:0:1197:1c05

application/ocsp-response

1432108239.893 1142 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 3698 POST
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http://ocsp.apple.com/ocsp04-appleistca2g101 - HIER DIRECT/2001:db8:x:x:ffff:0:1197:1c05

application/ocsp-response

1432108242.119 286 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 2226 POST http://evsecure-
ocsp.verisign.com/ - HIER_DIRECT/2001:db8:x:x:ffff:0:172c:9b1b application/ocsp-response

1432108242.343 228 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 2226 POST http://evsecure-
ocsp.verisign.com/ - HIER DIRECT/2001:db8:x:x:ffff:0:172c:9b1b application/ocsp-response

1432108242.380 248 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 2270 POST http://sb.symcd.com/
- HIER_DIRECT/2001:db8:x:x:ffff:0:172c:9b1b application/ocsp-response

1432108242.402 62 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 921 POST
http://ocsp.digicert.com/ - HIER_DIRECT/2001:db8:x:x:ffff:0:7512:ed1d application/ocsp-response

1432108242.571 215 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 2270 POST http://sb.symcd.com/
- HIER DIRECT/2001:db8:x:x:ffff:0:172c:9b1b application/ocsp-response

1432108252.640 216 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 2193 POST http://sd.symcd.com/
- HIER DIRECT/2001:db8:x:x:ffff:0:172c:9b1b application/ocsp-response

1432108252.931 728 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 912 POST
http://clientsl.google.com/ocsp - HIER_DIRECT/2404:6800:4001:806::200e application/ocsp-response

1432108253.446 88 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 912 POST
http://clientsl.google.com/ocsp - HIER_DIRECT/2404:6800:4001:806::200e application/ocsp-response

0 <,
10.7 NISHANNTISAUAENS lun1s YU

10.7.1 unlvlvaaauiin
$sudo vi /etc/squid3/squid.conf

auth_param basic program /usr/lib/squid3/basic_ncsa_auth /etc/squid3/passwd
auth_param basic realm Squid proxy-caching web server

auth_param basic credentialsttl 4 hours

auth_param basic casesensitive off

acl foo proxy_auth REQUIRED

http_access allow foo

#acl localnet src 2001:db8:x::/48

#http_access allow localnet

Ssudo service squid3 restart
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10.7.2 @519 user @1SUL 1Y proxy
Ssudo htpasswd -c /etc/squid3/passwd userl
Ssudo chmod o+r /etc/squid3/passwd

10.8 vimrmageunsidly proxy vald

— ABaNTINMsELEuAIYAAE
wiong moz-proxy://2001-IEEE:3128 sovvaded duas
THAHIN F0ANTINGIL: "Squid proxy-caching web server”
Hoglet :

I E T

N ——

JUN 105 uansmstudusdiymna

10.8.1 Tinsenverlduassiaruinaidnldanu

10.8.2 Wan1sidlderuan log squid

Ssudo tail -f /var/log/squid3/access.log

eusiphonetab/1/H.27/5286616860804897 userl HIER DIRECT/2001:db8:x:x:ffff:0:42eb:8ac3
image/gif

1432109115.422 602 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 61189 GET
http://images.apple.com/iphone/home/images/promos/promo_iphone_business_large.png
userl HIER DIRECT/2600:140b:13::b833:c6c0 image/png

1432109115.522 704 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 153167 GET
http://images.apple.com/iphone/home/images/promos/promo _tile researchkit large.jpg
userl HIER DIRECT/2600:140b:13::b833:c6c0 image/jpeg

1432109115.673 935 2001:db8:x:x:d53f:666:8649:45ae TCP_MISS/200 265770 GET
http://images.apple.com/v/iphone/home/n/images/hero_large.jpg userl

HIER DIRECT/2600:140b:13::0833:c6c0 image/jpeg

v a
914999

1. http//www.mindphp.com @:ﬁa 73-Aaoxl3/2097-proxy-server-Anagls.html

2. www.squid-cache.org

3. http://wiki.squid-cache.org/Features/Authentication
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http://www.mindphp.com/คู่มือ/73-คืออะไร/2097-proxy-server-คืออะไร.html
http://www.squid-cache.org/
http://wiki.squid-cache.org/Features/Authentication

Wated 11 464axlat

11.1 anuiuasnquiiieades

a6axlat \Wunszurumsasuieilddmivairianisidense IPva siiuia3edng IPv6
a6axlat 5995un151497u IPva SULUU client-server Wity @4 server fasldau Public IPva
address  464xlat 1unszUIUNMTUABUIBUUY double-translation naNAeiinng translation #e
NATA6 uay NAT64 muglusefuiodedoyariuedeis IPve  1lesanifunmsdudunsiuy
double-translation, 46axlat elaisndudeddeu DNS6a iady qﬂmaﬂﬁﬁ%ﬁumi translation
HafldanuFendn Customer-side translator (CLAT) uazgunsaifisnifiunns translation Hgliiudnis
138037 Provider-side translator (PLAT)  CLAT viantinfidug private IPv4 address 71U IPv6

address uu 1:1  @u PLAT ﬁmﬁwﬁﬁ’ugj IPv6 address AU public IPv4 address wuu N:1

11.2 gUuuumsldau
sUunuunsldanu deaxiat wuseaniluassguuuusaiu taun wireline network waw

wireless 3GPP network

11.2.1 wireline network

‘Lugmwuﬁ, private IPv4 host @ssa@ansoluds IPv4 internet lalago1denis translate
UU CLAT uag PLAT @150 IPv6 host anunsadinsioluds IPv6 intemet Tdlaonss  Tusuuvuil
nevguaeilda (CPE) ldiiieusdoisossunannisinauves CLAT  uadadosanunsaidu IPve

router oINS IPV6 traffic 19Uun

dommm oo +
| ve |
| host |
e
|
[
/ A\
/ IPvb A\
| Internet |
\ /
A
|
e + | e
| vb  H+---+ +------ + / \ +------ + / \
| host | | | | /  IPvé \ | | /o IPva N
tommm - +  +---+ CLAT +---+ MNetwork  +---+ PLAT +---+ Internet |
pomeee e o I A R /
| vap/ve +—+ - T ' PR + R
| host | | |
fommm oo + | O —
pomeeeee | | vag |
| vap +---+ | host |
| host | | +o----- +
TR — + |
<- vidp -» XLAT ¢--------- vb -------- > XLAT <- vdg ->

v6 : Global IPvE
vdp : Private IPv4
vdg : Global IPv4

gﬂﬁ 11.1 464axlat wuu wireline network
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11.2.2 wireless 3GPP network

Tusduuutl, aunsalvesldnudessasiuminnisvinnuves CLAT laggunsalvesdldanuayly

private IPva address wagAnuun default route U89 local network stack UnuLeY (@519 IPv4

default route LN interface VBINULD)

- +
| ve |
| host |
+--t---+
|
eegme-
/ \
/ IPvb Y
| Internet |
\ /
UE / Mobile Phone T '
e + |
| +----+ | | e
| | v6 +----+  +------ + / \ R + / !
| +----+ | | / IPve PDP | | /7 1IPva
| +---+ CLAT +---+ Mobile Core +---+ PLAT +--+ Internet
| | v eesn /| A
| | +------ + \ ' TR + ST R
| v ] | eeeeee - |
| | vdp +---+ | TR
[ERE | | vag |
o + | host |
oo +
<- vdp -> XLAT <--------- Ve -------- > XLAT <- vdg -»>
vb : Global IPvée

vdp : Private IPv4

vdg : Global IPv4

PDP : Packet Data Protocol

GGSN : Gateway GPRS Support Mode

'gﬂﬁ 11.2 4é4dxlat LUy wireless 3GPP network

dmurensaisndusenisliuinng d6axiat useonidu 3 ngu fe
O PLAT
ecdysis (http://ecdysis.viagenie.ca/)

TAYGA (http://www.litech.org/tayga/)

linuxnat64

OpenBSD PF

Cisco Systems ---- Cisco ASR1000 Series (IOS—XE 3.4.0S~)
Juniper Networks -— SRX Series  (JUNOS 10.4~)

A10 Networks -— AX Series  (ACOS 2.6.4~)

F5 Networks - BIG-IP Series (11.1~)
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http://ecdysis.viagenie.ca/
http://www.litech.org/tayga/

O CLAT Tu 3GPP network (mobile)
Android ( https://android-review.googlesource.com/#/c/34490)

Nokia (https://code.google.com/p/n900ipv6/wiki/README)

O CLAT Tu wireline network
fiifles vendor MvanngUnsaieanin uiin1si1 TAYGA snussgndliiu CLAT

TAYGA (http://www.litech.org/tayga/)

11.3 msiane 464xlat
d6axiat lun1naasdlanaassiissguuuuiiiaana wireline network  1liasa1nluanuise
nAaeIuY 3GPP network 19 deualunisindisuas config Miavuniaduguuuy wireline network

IR ERNGEE

11.3.1 MsAnaa PLAT (ecdysis NAT64)
M1: ecdysis Linux live CD (http://ecdysis.viagenie.ca/download/ecdysis-fedora- 20-
x86 64-20140422.is0)

M2: download sourcecode: (http://ecdysis.viagenie.ca/download/ecdysis-openbsd

-4.6-amd64-20100226.tar.¢z

$./configure
Smake

$sudo make install

11.3.2 A1sAnRs CLAT (TAYGA NAT46)
download sourcecode: (http://www.litech.org/tayga/tayga-0.9.2.tar.bz2)

$./configure
Smake

$sudo make install

11.4 Configuration

{9990 TAYGA 1y stateless translation LLﬁzlﬂlﬁgﬂL%ﬂuMWLﬁaI%Li‘]u NATA6 Tagianiy
n1sinuldauasednduazdesinnisdug IPvd address vas client Tuwasotneldauiu IPv6
address LU manual @slimunzfunisldusnisdiet client $1uuann  wazusnand luladetng
ity TAYGA 1u CLAT dudfeanis IPv6 prefix 2 gadeiu gausn /64 dmiuldam IPve

native  yafiaos /96 1¥d1m3u NATA6 10990 TAYGA Aflun1s NAT WUy stateless 34l
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https://android-review.googlesource.com/#/c/34490
https://code.google.com/p/n900ipv6/wiki/README
http://www.litech.org/tayga/

anunsalenuezlain IPvé address @150 NATA6 891310 Native 3909 1mualnlgi1u IPvé prefix

290 wnladldeu IPve prefix 2 ganazluanunsaousio IPvé Native 1ol

LISP-GW
INT: 2001:db8:1::1/64 |

192.168.1.1/24

ilNT_WAN: 2001:db8:1::3/64
EINT_I.AN: 2001:db8:2::2/64
i 192.168.255.2/24
| INT_NAT46:

I IPv6_prefix 2001:db8:46::/64 |

IPv6 2001:de8:1::/64
IPv4 192.168.1.0/24 INT_WAN: 2001:db8:1::2/64
192.168.1.2/24
INT_NAT64:
IPvd_pool: 192.168.1.2

IPve_prefix 2001:db8:64::/64

Customer Network

IPv6 2001:de8:2::/64 3
IPv4 192.168.255.0/24 ]

2001:db8:46::154/64 i
192.168.255.154/24 i

_______________________________________

U 11.3 gUuuuiAdevefiliviaaey d6axiat

11.4.1 PLAT configuration (ecdysis Linux live CD)

f9A7 IP address

Sip addr add 192.168.1.2/24 broadcast 192.168.1.255 dev WAN
Sip addr add 2001:db8:1::2/64 dev WAN
Sip -6 route add 2001:db8:46::/64 via 2001:db8:1::3 [route to CLAT]

unlvlnamsuind msuldeu /root/nat6d-config.sh

IPvda ADDR=“192.168.1.2”
PREFIX ADDR=“2001:db8:64::”
PREFIX LEN=%96"

(%

$u ecdysis (Mnn1sasATliignAevIelailanan IP lUsunsuIzudusow)

$./nat64-config.sh
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[root@localhost 71# .- natb4-config.=zh

6 306 3o 0 BE-E I 06 PEBE B IE-E-BE

mf_natbd setup

ok o o e

Info: Using 192.168.1.2 as the NAT64 IPv4 address.
Info: Using Z2001:db8:64::-96 as the NAT64 Prefix.

+ modprobe -r nf_natbd4

+ modprobe nf_natod natbd_ipvd_addr=192.168.1.2 natbod_prefix_addr=2001:dbd:64::
matb4_prefix_len=96

+ ifconfig natb4 up

+ ip -6 route add 2001:db8:64::-96 dev natbd

+ zysctl -w net._ipvd.conf.all . forwarding=1

met.ipvd.conf.all.forwarding = 1

+ sysctl -w net.ipvb.conf.all.forwarding=1

met.ipub.conf .all.forwarding = 1

[root@localhost ™ 1#

JUT 11.4 WagdW59INNISTU ecdysis

Naday ecdysis NAT64
$ping6 2001:db8:64::192.168.1.2
(2001:db8:64:: An NAT64 prefix, 192.168.1.2 fio Destination IPv4 address)

11.4.2 CLAT configuration

#9A" IP address

Sip addr add 2001:db8:1::3/64 dev WAN

Sip addr add 192.168.255.2/24 broadcast 192.168.255.255 dev LAN
Sip addr add 2001:db8:2::2/64 dev LAN

Sip -6 route add 2001:db8:64::/64 via 2001:db8:1::2 [route to PLAT]

uhlvlnamsuindmsuldeu /usr/local/etc/tayga.conf

tun-device CLAT

ipv4-addr 192.168.255.1

prefix 2001:db8:46::/96

data-dir /var/db/tayea

#93 map 192.168.255.1 ffu IPv6 Bu¢)

#dynamic-pool 192.168.255.0/24 14 map wuUU static ki
map 192.168.255.2 2001:db8:46::2

map 192.168.255.154 2001:db8:46::154

ANEN1TAUTUTEUUMIMEVEnBIRANSALITUN AdeUgUNSalAT 8 Y1Y
lasesnsdnnvsneitedis Ui sinnisuasaniiunuresguduszauanuuagUjuanig IPvé 89



(%
Y o [y

FIANEINSU tayga

Stayga --mktun

Ssysctl -w net.ipvd.conf.all.forwarding=1
Ssysctl -w net.ipvé.conf.all.forwarding=1

Sip link set dev CLAT up

[Sip addr add 192.168.255.2 dev CLAT]

Sip -4 route add default dev CLAT

Sip -6 route add 2001:db8:46::/64 dev CLAT
Stayga

AFDU natdé (tayga)

$ping 192.168.1.2

11.5 nmagau

naaeulasAds ping Tugnasastatenis 192.168.1.2 @udu Wan Interface 104
Plat) udald wireshark asiaaeunissudsdoya  1ae wireshark wandloiiinudn ICMP gnuvauidu
ICMPv6 71 CLAT udndssialuéls PLAT 1ile ICMPv6 gnasands PLAT Aazgnuvasnduluidu icmp

Wiy Wiedalugnasaslaneniana U

Capturing from nat4é [Wireshark 1.10.6 (v1.10.6 from master-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

© @ m A Q ¢ T+ 7 &4 BB @ = -

Filter: | v | Expression... Clear Apply Save

No. Source Destination Protocol Lengtt Info
29 192.168.255.154 192.168.1.2 ICMP 84 Echo (ping) reply id=0x0284, s
30 2001:db8&:46::154 2001:db8:64: :c0a8:102 ICMPv6 104 Echo reply id=6x0284, seq=
31 2001:db8:64::c0a8:1082 2001:db8:46::154 ICMPvE 184 Echo (ping) reply id=8x8284, seq=
32 192.168.1.2 192.168.255.154 ICMP 84 Echo (ping) reply id=0x08284, s

............ 0068 6000 ©BOO 00GB 60600 = Flowlabel: GxBBEGO0GE
Payload length: 64
Next header: ICMPv6 (58)
Hop limit: 62
Source: 2001:db8:46::154 (2001:db8:46::154)
Destination: 2001:db8:64::c0aB8:102 (2001:db8:64::c0aB:182)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
> Internet Control Message Protocol v6

B0P8 60 0O B0 B0 0P 48 3a 3= 20 81 Od b8 0O 46 00 00 Co...@:= ....F..
fPl0 0O OB 00 0O OO0 B0 O1 54 20 01 ©d b8 0O 64 0O O  ....... T ....d..
0020 00 60 60 0P cO a8 01 82 81 00 4f d4 B2 84 00 B4  ........ .. 0.....
0030 al 70 37 55 00 00 €0 PO 73 75 02 00 00 0O OO ©O 7. VP | | PR,
© # nat4s: <live capture in progress... Packet... Profile: Default

SUTI 115 madwsnisndu ICMP packet f18 wireshark

Y
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ﬁ%%’a‘ﬁ 12 osTicket

12.1 anufuasnquiiieades

osTicket 1Hurenia$ LuU Open Source Tifiuszuy Ticket Support  aWwIsfiawnse
Tvassldauldns uiduivuenwdindu Tumnefshaudodiiugsnnes uasiinudanudila
fumsufuusadsnsdnteeiiolilusunsuldinnuldnsinuniudeants  osTicket dnuandd

ABUINNATUNIU

12.2 N15ANAY

12.2.1 A2UABINISVBITEUU
Required Software:  HTTP server running Microsoft® IIS or Apache
PHP version 5.3 or greater
mysqli extension for PHP

MySQL database version 5.0 or greater

12.2.2 MawsENAUNSaNfoun1SHARS
Fngsrnestuldszuuufofnis Ubuntu 14.04.1 LTS Tasasdesfinds LAMP uae
ohpMyAdmin TinSeuraussd
1. N159WMH Repository
N58MLAR Repository 189 Ubuntu wislisnede Package #n39 %@Qi%UUﬁ?ﬂLﬁuéu

a1an aunsavinlalaunissuidsissialull

# apt-get update

2. MIAnfal Apache

Apache {1 Web Service Asnududmsunissu PHP Website Tunisandalnsudnds

# apt-get install apache2

dlofndaZaud anunsanadeunsinanuvedusnig Apache lalasnisdoununy
1ae IPv6 aslulutes URL ¥09 browser sl http://[2001:db8:x::20c:29ff:fe 1a:d686] f

lanadnsdagusua
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@ Apache2 Ubuntu Default Page

i — p—

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed at
this site is working properly. You should replace this file (located at /var/www/html/index.html) before
continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Configuration Overview
Ubuntu’s Apache2 default configuration is different from the upstream default configuration, and split into
several files optimized for interaction with Ubuntu tools. The configuration system is fully documented
in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full documentation.
Documentation for the web server itself can be found by accessing the manual if the apache2-doc
package was installed on this server.

The confiquration lavout foran Anache? web serverinstallation on Ubunty svstems is as follows: hd
'g‘dﬁ 12.1 Default Page 9849 Apache uu Ubuntu

3. PSR MySQL

I3 a 'Y v ° v & & o =% da Yo !
MySQL LUU?%‘UUﬂ']'i‘UTVi'ﬁLLﬁ%"i]ﬂﬂqiﬂqusﬂaﬂﬂaﬁqﬁiUL’JUbLSUWGn‘WUQ V]UEJQJELGUﬂu@Eﬂ\?

£
Yo a

LNS1a8 IRgANUTORARI LA IT

# apt-get install mysqgl-server mysql-client

1A TEnINNITRAATRLINTNIDTUNINUTTAR1UVEITBE 91U root Teau1TafIAT

¥
v a

eanusiaanis uazillonshnduasaauysalndl 1sausavaaeun1sinaulasisil

# mysqgl -u root -p
Enter password:
mysql> exit

#

g
€ 0 %

WenunAdsussviausnluda MySQL Aazaruswasinu Tildssanu flaaeld win

< Y 1 o

saHugNAeeNzid1g Prompt 289 MySQL kazaunsafiuiAds exit tieeanainlusunsy
4. N13FRRA PHP
< P 1% Y . a O o } [y
PHP 1Juniwilglunisadaut i iuikuy Dynamic nsanasasnsavinle laenissu

AdanamalUll

# apt-get install php5

>
a (Y

A <@ v Y1 Y o a gj v U o o w
LSJEJGWWNLﬁi"ﬂLLa’Jﬁ’lﬂJ’]iﬂﬁi’JQﬂ@‘Ulﬂ’ﬂ PHP lﬂﬂﬂﬂ’]i(ﬂ@m\‘iaﬂlﬂuaﬁ] ANAENNY

Auan Jesnvzusnguvedldunsuiilafnnsasly

# php -v
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5. N15FARAY phpMyAdmin
. 1 a = a Y o o @ 13 a [
phpMyAdmin tJutpFesfiengrelidniaunivlenainisavinig wazdnnnsg
Futoya MySQL Ialaer Ui Feagyilvaeainnin nsldeuniu Prompt Tunisiass

anunsavinlasasalul

# apt-get install phpmyadmin

5¥I9NTANARIZENITAINaE]Y Web  Service falalunissu phpMyAdmin 1o

\fon apache2 faguaUas

g‘dﬁ 122 A3Raen phpmyadmin

nduaziindideatudely lneu Yes iievinnisairegrudeyadiniudi

phpMyAdmin ¢agUauas

this option.

with dbconfig-common?

gﬂ‘ﬁ 12.3 miﬁ%m phpmyadmin: configure database for phpmyadmin

i@saudvsdiviiin g N e uvestelldu root NlUsunIuagld dwsunis

Wndegudeya MySQL Liteasateyavadsiiied

gﬂ‘ﬁ 12.4 n1999A1 phpmyadmin: Password of database’s administrative user
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Y & IS P 1% . Ao w o X |
ndufIzdunusianIuvesteylda1u phpmyadmin fifindaagasne Yuuilvy

dwsun1slday phpMyAdmin Tngagfainsenaadnss et uduaugnaesuedsiakiu

g‘dﬁ 125 n13Raen phpmyadmin: MySQL application password &%3U phpmyadmin

12.2.3 tumeunisiinne osTicket
Tunsfinda osTicket §u 1.9.5.1 awnsahldfielud
1. m3adugudeyadmiu osTicket
Funsnasfumsainegiutoa osticket Inefitafldamfo osticket uwagsaniufe

000X FIENUNTVINLReaANdana Ul

# mysqgl -u root -p

mysql> CREATE DATABASE osticket CHARACTER SET utf8 COLLATE
utf8 bin;

mysqgl> GRANT ALL PRIVILEGES on osticket.* TO osticket@localhost
IDENTIFIED BY 'xxxxxxxX’;

mysql > FLUSH PRIVILEGES;

PNUUANTANTINARUANSVRIITIU osticket warTieFegIuleya laasielife

(%

AdanalUll

mysql > SHOW GRANTS FOR osticket@localhost;
mysgl> SHOW DATABASES;
mysql > Exit

2. MIARAILANLND PHP Asdudnsu osTicket

. gj 4 < . o [ v a I3
osTicket HUADINITWANLND php5-imap d11SUn15ld9IuszUUdINE lAuaIuIse

# apt-get install php5-imap
# php5enmod imap

# service apache2 reload
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3. msanilvanlidfnng osTicket
wnsaniluanlid osTicketv1.9.5.1.zip anndivledanan wazuanla Tua

Jvar/www/osticket fafndanteluil

# cd /opt/

# weet http://www.osticket.com/sites/default/files/download/osTicket-
v1.9.5.1.zip

# cp -r osTicket-v1.8.1.2.zip /var/www/

# cd /var/www/

# mkdir osticket

# unzip osTicket-v1.9.5.1.zip -d osticket

4. n15a579 shortcut nnamesiusunsulidalnames root ¥oe Apache
Tudunouilagriin1sasne shortcut anlnatnes upload 989 osTicket U930
Tlawnas tickets ensagunlnlawmas root v Apache g Avar/www/html lnganunsayila

fapdsmalUll

# In -s /var/wwwy/osticket/upload /var/www/html/tickets

5. nsasalndrauiinasawsnd msu osTicket
Tvinn1sAnaendegrslidasuiin ost-sampleconfig.php TUidu ost-config.php

Ansuldauass wazvinisivusansveslnd Tranunsaudlvlasumindu sadssalud

# cd /var/www/html/tickets
# cp include/ost-sampleconfig.php include/ost-config.php
# chmod 666 include/ost-config.php

6. A19LSNUINTT Apache Tndl
% (Y a fa 5 . < a o/ o/ Y o a a
nasndamssuliafnsues osTicket @dasauiosuan Tinn1513uusn1s Apache

Tl ielisimsdmandayantniu osTicket Aarndssialuil

# /etc/init.d/apache?2 restart

7. A15ARP osTicket UMY
TunsiSusiutunaunisings osTicket suanansavinlalaenisnsen URL dadiuans
http://[2001:db8:x::20c:29ff fela:d686)/tickets/setup/ TasazUsinguuiunsneiegy

Aua1s Winan Continue WIBLSUNNSANEY
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OcTicket nstallen

Thank You for Choosing osTicket!
We are delighted you have chosen osTicket for your customer support ticketing system!

The installer wil guide you every step of the way in the installation process. Youre minutes away
from your awesome customer support system!

Prerequisites
Before we bagin, we'l check your server configuration to make sure you meet the minimum
requirements to install and run osTicket
Required:
These lems are necessary in order to install and use osTicket

& PHP 5.3 o greater — (5.5.9.tussunud 5

' MySQLi extension for PHP —

Recommended:
You can use osTicket without these, but you may not be able to use allfeatures
W Gdib extension
W PHP IMAP extension — Required for mail fetching
W/ PHP XML extension (for XML APY)
+/ PHP XML-DOM extension (for HTML email processing)
 PHP JSON extension (faster parformance)
 Mbstring extension — recommended for allinstalations
/ Phar extension — recommended for plugins and language packs

| Continue » |

Installing osTicket v1.9.6.1 A

G Noed Help?

1f you are looking for a greater
level of support. we prowide

? i
senices and commercial
support with guaranteed
fesponse times, and access to
the core development team
W can also help customize
osTickat or even add new
features 10 the system to meet
your uniqus needs
Learn More!

‘Uﬁ 12.6 msmmm osTicket

OSTCth installe

Support Ticket System

osTicket Basic Installation

Installing osTicket v1.9.5.1

Installation Guide — Get Professional Help — Contact Us

Please fill out the information below to continue your osTicket installation. All fields are required.

=1 System Settings

The URL of your helpdesk, its name, and the default system email address
Helpdesk URL:

http://[2001:c38:9048::20c:29ff:fe1a:d686]/tickets/

Helpdesk Name:

IPvECenter 2]

Default Email:

noreply@ntl.nectec.orth 7]

Primary Language:

English - US (English) v| @

& Admin User

‘Your primary administrator account - you can add more users later.

First Name:

IPvECenter o
Last Name:

MICT (7]
Email Address:

ipvbcenterpc@gmail.com 2]
Username:

ipvGcentar (7]
Password:

sssssecssssssesee (]

Retype Password:

. 2}
| Database Settings

Database connection information

MySQL Table Prefix:

ost_ 7]
MySQL Hostname:

localhost 2]
MySQL Database:

osticket 7]
MySQL Username:

osticket o
MySQL Password:

sssessesessesesesee 2}

stall Now!

Need Help? We provide professional installation services and commercial support. Learn More!

‘Uﬁ 12.7 ﬂ’TiG]ﬁWN osTicket: mwumauammu osTicket
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Inglun1sfinga osTicket Azfpansondayanavain 3 dw Asieolull

1) System Settings {JUNSAIAINUFIUVBITZUY

Helpdesk URL: {ufsaniin Helpdesk was osTicket
Helpdesk Name: Hudoves Helpdesk
Default Email: 1udvesszuuililumsdstoyaudaiousiieg

Primary Language: \Jun1wmdnues osTicket

v

2) Admin User {unssenday@dguassuu

First Name: {Wudiousnvesdddaiassuu

A
RVRY)
Last Name: uunuanavesdaydiauassuy
Ernail Address: Wudludveslnyddguaszuy

Username: \Judiegldvaslndauassuu

Yy

Password: \Husiaruvestydiauassuy

Retype Password: Lﬁuswamumawmmaumsw

3) Database Settings \un1smarnsieusiegudoya

MySQL Table Prefix: \ufimtvesmisisdymsu osTicket
MySQL Hostname: Hudeleadves MySQL Server

MySQL Database: iiudegiudoyaiildadrslinountii
MySQL Username: udeglddmiugiudeyatnasy

MySQL Password: \lusiarudmsugiutoyatnasiu

lngiilansandeyansuniuna 1aandu Install Now ievinn1sands e

a O e v 2 o ' &
nsAeRuEsIENYsainavUTINguTL v Ude ULl

ort Ticket Syste

» CLI

- FTP

remove write access

« Cpanel

Your osTicket URL:

osTCthm;’mlle& - -

Congratulations!

Your osTicket installation has been completed successfully. Your next step is to fully configure your
new support ticket System for use, but before you get to it please take a minute to cleanup. PostInstall Setup: You can

Config file permission:
Change permission of ost-config.php to remove write access as shown below.

chmod 0644 include/ost-config.php

« Windows PowerShell:
icacls includelost-config. php /eset osTicket wiki

Using WS_FTP this would be right hand clicking on the file, selecting chmad, and then

Click on the file, selsct change permission, and then remove write access and hands-on expertise to
address unique challenges and
make sure your osTicket runs

Below, youll find some useful links regarding your installation. smoothly. eficiently. and

Installing osTicket v1.9.5.1

' ?
D What's Next?

now log in to Admin Panel with
the usemame and password
you created during the install
process. After a successful log
in, you can proceed with
postinstal setup. For complete
and upto date guide sse

Commercial Support
Available: Dontt It technical
problems impact your osTicket
implementation. Get guidance

securely. Leam More!

Your Staff Control Panel:

osTicket Forums:
http://osticket com/forum/

http-//[2001:c38:9048:-20c 29ff fe1a-d686] http #/[2001:c38:9048--20c-29ff fe 1a-d686]
ltickets/ Htickets/scp

PS: Dont just make customers happy, make happy customers!

osTicket Community Wiki:
http-ffosticket com/wiki/

JUT 12.8 N13AAGY osTicket : (SUN15AAAY osTicket

8. msUesiumsines osTicket G1a1ngldaudu
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wistaansgliusvasAdiduunledeyalulvdaouiinves osTicket Fadaariinag
Avuednsiiaunldlyidiveslndvilaiiessuvesyaiissegiaufen waginisasuie

anes setup WuteduiiielesiunsAnaagn

# chmod 0644 include/ost-config.php
# cd /var/www/html/tickets
# mv setup setup-old-150310

9. msvﬁ’ngjwumﬁai%mu osTicket

Tun1s Log In tilodudiuldenu osTicket Tinsen URL sagruansasluly browser
hittp://[2001:db8:x::20c:29fffela:d686) tickets/scp/  nilvinsondudniedorldnson
fasaruiildrmualulunisinsa udaldednu Log In ilewdhgszuu

[ig Firefox prevented this page from automatically reloading. Allow X

‘oslicket

Support Ticket System

Authentication Required

[Emall or Username ]

Password

[ Log In J

U1 129 msldau osTicket: Log in laigndes

Inemndeyadendugniesiazusnguinivvestyddguaszuuiagunslull

I’

~ -/d T I Et Welcome, IPv6Center. | Agent Panel | My Preferences | Log Out

Support Ticket System
Dashboard Settings Manage Emails Agents
Company 43 System [ Tickets ) Emails @& Access i Knowledgebase [ Autoresponder /i Alerts and Notices
System Settings and Preferences - osTicket (v1.9.5.1)
System Settings and Preferences

General Settings

Helpdesk Status: @® Online O Offline

Helpdesk URL: htp//[2001:c38:9048-20c:29Ffe 1a-d6B6]tick =
Helpdesk Name/Title: IPvECenter

Default Department: Support Dept v *

Default Page Size: 25 v

Default Log Level: WARN v

Purge Logs: After 12 Months v

Default Name Formatting: First Last v

Date and Time Options

Time Format: hi A * 07:57 PM

JUT 12.10 msldau osTicket: miIveslnyTgguassuy
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drusumiiuresnisldanu Ticket tulindniiiuy Agent Panel USVIMYLULYINIL

Usngrinivtuansegusialudl

"~ oTicket

Welcome, IPv6Center. | Admin Panel | My Preferences | Log Out

Support Ticket System
Dashboard Users Tickets Knowledgebase
[ Open (1) [ Closed (0) [ New Ticket

| [advanced]

2 Open Tickets — Showing 1-1of 1 [ 1 change status | - | [ & Delete
Ticket + Date %  Subject % From %  Prioritys = Assigned To *
(] 121205  03/10/2015 2:54 pm | osTicket Installed! osTicket Support Normal

Select: All Mone Toggle
Page: [1] Export

Copyright ® 2006-2015 IPv6Center All Rights Reserved.

E‘Uﬁ 12.11 msldeu osTicket: Agent Panel

http://engineerbabu.com/2014/09/how-to-install-lamp-in-ubuntu/

http://engineerbabu.com/2014/09/install-phpmyadmin-ubuntu-14-04-lts/
http://\wathcrunch.blogspot.com/2014/02/install-osticket-in-your-ubuntu.html
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999N 13 N157M9A1 IPV6 81%5U Router Wireless Access Point hag Printer

13.1 M3A%A IPv6 dmdu Router
Witatiagnaifedoyanisdedn IPv6 d1mSU Gateway Router ¥09AudUTEAIUIIULAL
UfURAN15 IPv6 1 Gateway Router 11l Cisco Router 1841 A ndayadiuans audiede

configuration MHIUUY Gateway Router &@IUAUVIIABAIBEUIENIIAIA

Configuration Description

Building configuration...

Current configuration : 1828 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname GDC151384

!
boot-start-marker

boot-end-marker

!

logging buffered 4096 debugging

enable password 7 03075A1F2606315A180A1C0B031719
|

aaa new-model

|

!

|

aaa session-id common

ip cef

|

!

ip domain name ns.ipvé6.testbed.local Aun DNS server IPv4
ip name-server 8.8.8.8 AMuuA DNS server IPv6
ip name-server 2001:4860:4860::8888 Anum DNS server IPv6
ip name-server 2001:db8:x::3 Aum DNS server IPv6

ip auth-proxy max-nodata-conns 3
ip admission max-nodata-conns 3
!

ipv6 unicast-routing Waldaw IPve unicast-routing
ipv6 dhcp pool dhcp-pool ivuatoyadmiu dhcp-pool
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dns-server 2001:4860:4860::8888 Aun DNS server IPv6
!
ipv6 dhcp pool IPvécenterPool vuateyadniy IPvécenterPool
prefix-delegation pool IPv6centerPrefix lifetime 86400 86400 AU IPv6 prefix = IPv6centerPrefix
dns-server 2001:db8:x::3 Aum DNS server IPv6

|

[

|

username ipvé6 password 7
03075A1F2606315A180A1C0B031719
[

|

ip ssh authentication-retries 5

|

interface FastFthernet0/0 e WAN-to-CAT

description WAN-to-CAT A195UNY interface

ip address x.x.x.x 255.255.255.252 Fee IPva address

duplex auto

speed auto

ipv6 address 2001:db8:x:x::9931:2/64 e IPv6 address

!

interface FastEthernet0/1 Hafn LAN-to-CUSTOMER
description LAN-to-CUSTOMER AN83UNE interface

ip address x.x.x.x 255.255.255.240 a1 IPva address

duplex auto

speed auto

ipv6 address 2001:db8:x::1/64 é'?ﬂﬂ'ﬁ IPv6 address

ipv6 enable

ipv6 dhcp server IPvé6centerPool Hae IPv6 DHCP TneiSenld pool:

! IPv6centerPool

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 x.x.x.x nuuR IPva default route

[

I

no ip http server

no ip http secure-server

!

[

|

ipv6 route 2001:db8:x:x::/64 2001:db8:x::165 Muun IPv6 routing neludmsu AP
ipv6 route 2001:db8:x:x:FFFF::/96 2001:db8:x::2 Amun IPv6 routing nneludnsu NAT64
ipv6 route 2001:db8:x:x::/64 2001:db8:x::2 Amun IPv6 routing neludunsu NAT64
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ipv6 route 2001:db8:x:x::/64 2001:db8:x::164

ipv6 route ::/0 2001:db8:x:x:10::9931:1

ipv6 local pool IPv6centerPrefix 2001:db8:x::/64 64
!

!

control-plane

|

!

line con 0

line aux 0

line vty 0 4

password 7 130616062B05143C7D272D3D212701
logging synchronous

transport input ssh

!

scheduler allocate 20000 1000

end

mvua IPv6 routing Aeludnsu AP: Native
AU IPv6 default route
Aun IPv6 prefix @113U IPv6centerPrefix

MyuAANSNTaoNBUFULUUANGY

13.2 N15A9A1 IPv6 d195U Wireless Access Point

Wireless Access Point va4gudUszauaiunazufufinig 1Pv6 10w Linksys WRT54GL

FIAAAY firmware U3 OpenWRT 10.03.1  1agn1569A1d 115U Wireless Access Point Tignansald

U IPv6 ledisneazidennssalddl

13.2.1 aﬂﬁgﬁ package IPv6 waz RADVD dmsu OpenWRT

1) anilluan package radvd 1.8.3-1 brcmd7xx.ipk wag kmod-ipvé 2.6.32.27-
1_brcmd7xx.ipk 1 http://downloads.openwrt.org/backfire/10.03.1/brcmd 7xx

/packages/

2) fmaenlndluss Wireless Access Point Snefds

scp radvd 1.8.3-1 brcmd7xx.ipk root@192.168.2.1:/tmp
scp kmod-ipv6 2.6.32.27-1 brcm4d7xx.ipk root@192.168.2.1:/tmp
3) fonduiding OpenWRT Lit@¥in15AnfAY package IPv6 uag RADVD

ssh root@192.168.2.1
Scd /tmp

Sopkg install kmod-ipv6 2.6.32.27-1 brecma7xx.ipk
Sopkg install radvd 1.8.3-1 brcmda7xx.ipk
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http://downloads.openwrt.org/backfire/10.03.1/brcm47xx%20%20%20%20%20%20/packages/
http://downloads.openwrt.org/backfire/10.03.1/brcm47xx%20%20%20%20%20%20/packages/

13.2.2 élllx‘lﬁi’] IPv6 #1915U WAN waz LAN Interface
1) @ IPv6 wuv Dual Stack

$vi /etc/config/network wAlvlnddssolud)

config 'interface’ 'lan’
option 'type' 'bridge’
option 'ifname’ 'eth0.0'
option 'proto’ 'static’
option 'ipaddr' '192.168.1.1'
option 'netmask’ '255.255.255.0'
option 'ipbaddr' '2001:db8:x:x::2/64'

config 'interface’ ‘wan'
option 'ifname' 'eth0.1'
option ' orig_ifname' 'eth0.1'
option ' orig_bridge' 'false’
option 'proto' 'static’
option 'ipaddr' 'x.x.x.165'
option 'netmask’ '255.255.255.240'
option 'gateway' 'x.x.x.x.161'
option 'dns' '8.8.8.8'
option 'ip6addr' '2001:db8:x::165/64'
option 'ip6gw' '2001:db8:x::1'
option 'dns' '2001:db8:x::3'

Svi /etc/sysctl.conf (ayzymslﬁ forward IPv6)

net.ipv6.conf.all.forwarding=1

Svi /etc/config/radvd (g?av’h RADVD iiaUsenet IPv6 prefix, Gateway,DNS)

config interface

option interface lan’

option AdvSendAdvert 1

option AdvManagedFlag 0

option AdvOtherConfigFlag 0

list client !

option AdvLinkMTU 1452

option ignore 0 #default 1
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config prefix

option interface lan’

# If not specified, a non-link-local prefix of the interface is used

list prefix !

option AdvOnLink 1

option AdvAutonomous 1

option AdvRouterAddr 0

option prefix '2001:db8:x:x::/64"
option ignore 0 #defaut 1

config route

option interface lan’
list prefix !
option ignore 1

config rdnss

option interface lan’

# If not specified, the link-local address of the interface is used
list addr '2001:db8:x:x::2'
option ignore 0 #default 1

config dnssl

option interface lan’
list suffix !
option ignore 1

2) %A1 IPv6 LUU Native

$vi /etc/config/network (wAlvlgsasioluil)

config 'interface’ 'lan’'
option 'type' 'bridge’
option 'ifname' 'eth0.0'
option 'proto' 'static’
option 'netmask’ '255.255.255.0'
option 'ipaddr' '192.168.2.1' #Usznedfiold Mobile anunsadeusiewriotiels
option 'ipbaddr' '2001:db8:x:x::164/64'
option 'dns' '2001:db8:x::3'
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config 'interface’ 'wan'
option 'ifname' 'eth0.1'
option 'proto' 'static’
option 'ip6addr' '2001:db8:x::164/64'
option 'ip6gw' '2001:db8:x::1"
option 'dns' '2001:db8:x::3'

Svi /etc/sysctl.conf (augylii forward IPv6)

net.ipvé6.conf.all.forwarding=1

Svi /etc/config/radvd (ﬁyjﬂﬂlﬂ RADVD witaUsznie IPvé prefix, Gateway,DNS)

config interface

option interface lan’

option AdvSendAdvert 1

option AdvManagedFlag 0

option AdvOtherConfigFlag 0

list client !

option AdvLinkMTU 1452

option ignore 0 #default 1
config prefix

option interface lan’

# If not specified, a non-link-local prefix of the interface is used

list prefix !

option AdvOnLink 1

option AdvAutonomous 1

option AdvRouterAddr 0

option prefix '2001:db8:x:x::/64'
option ignore 0 #defaut 1

config route

option interface lan'
list prefix !
option ignore 1
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config rdnss

option interface lan’

# If not specified, the link-local address of the interface is used
list addr '2001:db8:x::3'

option ignore 0 #default 1

config dnssl

option interface lan’
list suffix !
option ignore 1

13.3 N15A9A1 IPv6 §195U Printer

13.3.1 ms&gwh IPv6: Stateless Address Ui Canon Printer
. nady ¥ [Menu].

[N

2. naYy [=Jor [+»] ilaLdon <SYSTEM SETTINGS> u&ana [OK].
3. nAdy [<=Jor [+*] Wlaldon <NETWORK SETTINGS> udna [OKJ.
4. naUy <= Jor [+ ] Wle1den <TCP/IP SETTINGS> udana [OK].

5. naUu [<=Jor [+ ] WlaLdon <IPvé SETTINGS> wiana [OK].

6. nAtyl [== ] or [ +® ] ilaldon <STATELESS ADD SET> udana [OKI.
7

.naYy [<=TJor [+»] ile1den <ON> wéanm [OKI.

13.3.2 n15AARe MF Drivers aldaunu Web Services on Devices (WSD) Network Uy
Windows 7

® fnRs MF Drivers
1 &MY Printers.
AdnLaeN [Start] WaaLden [Devices and Printers].

2 @an [Add a printer]
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i s iamhmears el el D sl ety [ || e Eorm it Py ]
iy L a g I SR ]

* Dvls H
o Pty wnadl Pt (0

U 13.1 AnAs MF Drivers

3 @an [Add a local printer].

What type of pringer 4o you want 1 instali?

» Add ajocal prinner
ANe P sgtece omly 4y #53 proter. (Wndo el 5B prwren
whan Oy pAsy em )

# Add a netgor wireless or Blustooth printer
Made yore ot v 47 0t s Phbreth oo evveien
et nsamat om

(%
g

U7l 13.2 @asa MF Drivers (2)

4 \@on LPT1: (Printer Port) Tu [Use an existing port] waaman [Next].

Choose a printer port

A printer port ic a typa of cornpetio n that allows your computer 1o exchanga inleemat ian with a printes.

Type of pork _Ln-ci Port .-|

SUTl 13.3 fiase MF Drivers (3)

Alen1seususTUIUMIMENenasRnuiineiunInageugunIalintede
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5 Aan [Have Disk].

[ g

3w rstrenn

Intasll the printer driver

Chocee yomer groter bare Ihe bt (led Wendowy Ve Vo see meore model.
Ta matal B Srver froen an matallation. (D, Chck Hawe Dk

Mard o Swwe = Preten e
noe 7 e OCP116C .
Caren L Bty DCP-1L7C
Fop Kavm e ) Gonthar DCF 1
R It A
L0 The e dptely igred.

Lol sty Saw sgamg 2 ettt

(o] (o |

5U 13.4 @aRs MF Drivers (4)

6 Tldwkia Canon Software CD-ROM.

7 @an [Browsel.

S WP
o R~

L

: =

I
v

U 13.5 fAnda MF Drivers (5)

8 1Walwainos [DRIVERS].
« @93V 32-bit: [DRIVERS] -> [us_eng] -> [32bit] -> [win2k vista] Tu CD-ROM, udn@n [Open].
« @93V 64-bit: [DRIVERS] -> [us_eng] -> [x64] -> [Driver] Tu CD-ROM, waaman [Open].

Mo T
LmI b wind_yide * I:{1) it

[#55 ragme Db modif ied Type
= & CHLBOU HN0-0512 AM1Z..  Setuplnfc
Recznt Places & roepun 000517 AM 1., SebupInfe
- & MFESEN 00521 AM1L.  Setuplnfe
Decktop

Sl

Likaranss

4

Computer

{2

i ] 1 . 2
Fila Nz ChlL BOLLINF - ( )
Feedfope: | Senp fematon ] - | em |

SUT 13.6 fnda MF Drivers (6)

AilenseususEUUNMIIENenRIRANUIRgITuNIAeUgUnNIailATeUY
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9 @an [OK].

Pt e S Paalios G i e
-t T e

SUl 13.7 fads MF Drivers (7)

10 @9 [Canon XXXX Series UFRII LT] wa2Aan [Next].

Install the printer driver

Choose your printer from the list. Click Windows Update to see more models,
To install the driver from an installation CD. click Have Diskc

A, Ths deiveris not digitaly signed! | WindowsUpdste | | HeveDisk.

Tell ma why diivee cigning is impoetant

U1 13.8 #Afa MF Drivers (8)

11 fvun@e Printer W& [Next.

Type 3 printer name

Thiz printer vill be instalied with the Canon MF4S00 Series UFRD LT driver.

SU 13.9 AaAs MF Drivers (9)
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12 1@9n [Do not share this printer] waaA@n [Next].
() Add e |
Printer Sharing

E you want to share this printer, you must prowvide a share name. You can use the suggested name or
typa a new one. The chare name will be visible to cther natwork usars.

A A i s 2k e LoETS O YOUr Retwerk can find and use &

sUTl 13.10 Ainda MF Drivers (10)

13 @an [Finish].

o) i e P |

Wou've ucoesshully sdded Cangn MESSE0 Series UFEZ LT

T T

T bt v prentin 8 workes GROPITh £ 4 W Dot D, 10 the B, et d

e

v |
SUT 13.11 Fiads MF Drivers (11)

v
o/

® (3A1 WSD
1 ua@ns Printers Tu Network.
\deon [Start] -> [Computer] 4aa [Network].

2 Right—dick‘ﬁ machine icon, kaatden [Install] 910 pop-up menu.
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L Y T S PT-S RN PV P VO PR——— B30
 Neasne Compaiet (1)

&ty

PSS

»

Macia Owvicm )
W e P * Muaniuncuon Devices ()
- ——

- Ot
PRI

H

| G e
-~ Pt
v e

W e

&

g T A0 Larwe v ARy v
.

L

sUfl 1312 fAinda WsD

— Wefaduaiaazsnglonsulsumasaunin

wvh! Coremal Panal . Hardwars nd Sound . Cowiom and Prrban [ #3 ||| Zare Divizer enz Frintes o
fild gdedce A a psle S ]
- Dewioes (4]
pe—— {1}
- | =
Carean A FUSD Fax Weoraeak MRS
Series FAELT Deetuemert Wiies

7 kams
‘.‘j

JUN 13.13 Wadnsannn1shings WSD

3 ntiuaulonaulsumasianfalae MF Driver Tusiida

(1) Right-click Hloreuvsumnosududen [Remove device] 970 pop-up menu.
(2) @@n [Yes].
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